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ABTOpCKMe, UMyuilecTBeHHble npaBa OGI.I.I,ME NMoJ1Io>KeHUA Mo UcnoJib30BaHNO AOKYMEHTa

Hactoswmii fokyMeHT nepecMaTpuvBaeTCid Ha peryaspHoli OCHOBE C BHECEHUEM BCEX HEOOXOAMMBIX
ncnpasaeHuii U JOMOJHEHWI B ClieytoLLne BbIMyCKu.

MpeanpuHATEI BCe Mepbl AN TOro, 4ToObl cojepKalianca 3jecb WHPopMauua Oblna MakCUManbHO
aKTyaNbHOM U TOYHOMW, TEM He MeHee, KoMNaHWs MOHUTOP J1eKTPUK He HECET OTBETCTBEHHOCTU 3a OLIMOKM
WAW yNyLieHns, a Takke 3a Ntoboi ylepb, MPUUNMHEHHbIN B pe3ybTaTe UCMONb30BaHUA cogepKalleincs
34ecb HbopMaLuu.

O TexHMYeCKMX HETOYHOCTAX UM oneyaTkax Bbl MOXeTe coobwmutb B Cayx6y TeXHUUYECKOl noaaep>KKu
MoHwuTop dnekTpuk. Mbl Bysem pasbl BalMM 3aMeYaHUAM U NPEeAS0XEHUAM.

CopepxkaHue AaHHOrO AOKYMEHTa MOXeT OblTb M3MeHeHO 6e3 npeABapuTeNbHOro yBeaoMaeHus. MNepes
Mcnosib3oBaHWeM ybeanTech, UYTO 3TO aKTyasbHas BepCus, COOTBETCTBYHOLLANA BEPCUM MCMO/b3YHOLLENCS
cuctembl. s nonyyeHus akTyasbHOW BEPCMU Bbl MOXKETE 06paTUTLCA NO ajpecaM, ykasaHHbIM Ha caiTe
www.monitel.ru.

[JaHHbIi JOKYMEHT COAEpPXWT MHbOPMaLMio, KOTopas SABAAETCA KOHOMAEHLMANbHON W MPUHAANEXMNT
MoHuTop 3nekTpuK. Bce npaBa 3awmiieHbl. He gonyckaeTcs KONUMpPOBaHve, Nepeaava, pacnpoctpaHeHne
M MHOE pasrnalleHve CoAep>XaHus JAHHOTO AOKYMEHTa, a Takxke, JItoObIX BbIAEPXKEK W3 HEro TPeTbuM
Avuam 6e3 NMcbMeHHOTo paspeLueHns MoHMUTOp 3nekTpuK. HapylumTenn HecyT OTBETCTBEHHOCTb 3a yLlepb
B COOTBETCTBUMW C 3aKOHOM.

HazBaHus npoAyKTOB WU KOMI'IaHI/II‘/‘I, ynoMaHyTble 34eCb, MOTYT ABAATbCA TOProBbiIMW MapKamMu
COOTBETCTBYHOLLMX BJlaf€NbLIEB.

Mpoaykuma, Ana KOTOpo paspaboTaHa HacToAwas AOKYMEHTauus (AOKYMEHT) ABAAETCH CNOXHBbIM
npuknaZHbeIM MporpaMMHbIM obecrniedeHnem, KoTopoe Jajee byaeT MMeHOBaTbCs «[1pOrpamMMHbIii

NPOAYKT».

KomnaHns MoHWTOP DNeKTPUK OCTaBAfET 3a COBOV NPaBO BHECEHWS /IHOObIX V3MEHEHWI B HaCTOALLYO
AOKYMeHTaLuHo.

FapaHTua

KomnaHus MoHUTOp INeKTPWK rapaHTUpyeT YCTpaHeHWe BbIIBNEHHbIX B [porpamMMHOM MNpoAyKTe
aedekToB. MicnpassiieHHble Bepcuy NporpaMMHOro NpogykTa NpesocTaBAstoTCsA B BUAE OOHOBAEHNS.

JedekTom Npn3HaéTca oTkNoHeHNe GYHKLMOHaNbHOCTY MporpaMMHOro NpPoaykTa OT COOTBETCTBYIOLLErO
OMnuCaHns, NPVBEAEHHOTO B HACTOALLEN AOKYMEHTaLuW, NpenaTcTByrollee HOPMaJbHOW 3KCrayaTaLum
MporpaMMHOro npoaykTa, MpW YCI0BMW CcOBAOAeHNA TpeboBaHWA K OpraHusauuu 3KcrayaTtaumm,
NpuBEeAEHHbIX B HaCcTOAWEN JoKyMeHTauuu. [lonyckaeTcs HecyllecTBeHHOe pasanune $akTM4ecKon
dyHKUMOHaNbHOCTK [porpaMMHOro NpoAyKTa U OnucaHus, NPUBEAEHHOTO B HaCTOALEN JOKYMEHTaLuw,
Npwv yCAOBUW, YTO 3TO He BAUAET 3HaUMMbIM 06Pa30M Ha NPOLIECC KCNAyaTaLmm.
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npaBMna 6e3onacHoi 3KcnayaTauum n orpaHnyeHne oTBeTCTBEeHHOCTU

MporpaMMHbIA  NPOAYKT QYHKUMOHUPYET B COCTaBe CWUCTEMbI, BKJIKOYalOLled MOMUMO Camoro
MNporpaMMHOro npojykTa KOMMbIOTEPHOe arnnapaTtHoe obecrneveHne, CUCTEMHOE W creumanbHoe
nporpaMMHoe obecrieyeHue, CEerMeHTbl BbIYNCAUTENbHON CeTU — Jajiee COBMECTHO MWMeHyeMble
nHdpacTpykTypoii. CoBpeMeHHas MHPPaCTpyKTypa, B KOTOPOW PyHKLMOHUPYeT MNporpaMMHbIA MPOAYKT,
BK/IKOYAET CIOXHOE annapaTtHoe 1 nporpaMMHoe obecneyeHune, KOTOpPOe MOXET MOAEPHU3NPOBATLCA U
06HOBAATLCA He3aBMCUMMO OT [MporpamMmmHoro npogaykrta. MNosatomy ans 6e3onacHoli U 6ecnepeboiiHOM
akcnyaTaumm NporpaMMHOro NpogykTa nepes BBOAOM €ro B MOCTOAHHYIO 3KCMayaTaLuio A0MKHa ObiTb
paspaboTaHa 3KcrayaTaUMOHHas JAOKYMeHTauMs Ha cuctemMy B UenoM. HactoAawwuii  foKymMeHT
npesgHasHayeH Ana obnerdyeHus NoJsib3oBaTeto (3KCMAyaTUPYHOLLe opraHusaummn) 3ajayun paspaboTku
COBCTBEHHOW 3KCMNyaTaLMOHHON JOKYMEHTALMMW Ha CUCTEMY.

[na nosbllweHns 6e3onacHocTM 1 b6ecnepebOMHOCTM 3KCMAyaTaumMm cucteM Ha 6ase [porpaMmHoro
npoaykTa HeOHXOAVMO BbINMOAHATL CAeAyHOLMe OCHOBHbIe TPeboBaHUS MO OpraHW3auuM 3KChayaTauum
(apyrve TpeboBaHWA N peKOMeHAaLIMM MOTYT COAEP>KaTbCA B COOTBETCTBYOLLMX pasjenax JOKyMeHTa):

e Peanuzaumsa n akcnayataums aBTOMAaTM3MPOBAHHbIX CUCTEM, B COCTaBe KOTOPbIX GYHKLWOHMpPYET
MporpamMMHbIA NMPOAYKT, AOKHbI OCYLLECTBAATBCA Ha OCHOBE TMPOEKTHOW JOKYMEHTauuu, npu
pa3paboTke KOTOPOW NpopaboTaHbl U COracoBaHbl C IKCMyaTUpPYHOLLE OpraHmn3aLmein Bce BONPOCHI
COBMECTUMOCTU M UHTErpaLum KOMMNOHEHTOB, BKtoUas [porpaMMHBbI/ MPOAYKT.

e 3Skcnnyatauus MporpamMHOro npoaykTa A0KHa NPOBOAUTLCSA B COOTBETCTBUM C 3KCMIYyaTaLMOHHOWM
JOKYMeHTaLmeld 3KCnayaTupytoLweld opraHmsanmm, a Takke pekomeHgaumamm Cayxbbl TeXHUYECKoM
noaAaep>Xkn MOHUTOP INeKTpuK.

e B 3kcnayaTaUMOHHOW AOKYMEHTaUWW JOJKEeH OblTb  ONMcaH MexaHW3M  B3auMOJAencTBumS
CMeLnanncToB 3KCrlyaTUpylolein opraHusaunn (agMmMHUCTpaTopbl, Mosb3oBaTtenn) co Cayxbol
TEXHNYECKON Noaaep>Xkn MOHWTOP S1eKTpUK, BKAOYas perjaMeHT BbINOAHEHUSA peKOMeHAALUNI U
MOArOTOBKM OTBETOB Ha 3amnpockl AOMOAHWUTENbHOW MHPOopMaLm Cay>KObl TEXHUUECKOWN NOAAEPXKKM
MoHWTOP 2neKTpUK B XO4e LWTATHOW 3KCMyaTauun W yCTpaHeHWa HapyleHwuii B paboTe
MporpamMmHOro NnpoaykTa.

e 3anpelleHO UCMOoJIb30BaHNe HELWTAaTHbIX CPEACTB, He BXOAALWMX B cocTaB [TporpammHOro npoaykra
WM He OMWCaHHbIX B 3KCMAyaTaLMOHHON AOKYMEeHTaL K, B TOM YNCAe UHCTPYMEHTOB A/l BHECEHUS
M3MeHeHWi B 6a3bl faHHbIX [TporpamMmMHOro npoaykTra.

e AnnapaTtHoe obecneyeHre, CUCTEMHOE TMpPOrpaMmMHoe obecreyeHune, BHELHee MPOrpaMMHoe
obecneyeHue, B3avmogeiicTaytoLee ¢ [porpaMMHbIM NPOAYKTOM VAN paboTatoLiee Ha 0bLLeli C HM
annapaTHoW naatpopme, a Takke gpyras WT-uHopacTpykTypa, obecneumBatowas paboty
MporpaMMHOro NpPoAyKTa, AOXKHbI OblTb COBMECTUMbI C 3KCMyaTUpyemoi Bepcueli MNporpaMmMHoro
npoAaykTa 1 PyHKLMOHNpPOBaTL be3 cboeB.

e B COOTBETCTBMM C  3KCM/yaTaUMOHHOW  JOKyMeHTauuen W  BHYTPEHHVWMMW  perjaMeHTamu
3KCMAYaTVPYIOLWEen OpraHusauuy, € OnNpesenéHHOV MNepPUOAUYHOCTBIO  JOJKHBI  BbIMOJHATLCA
cnegytowine npoduaakTMyeckue MeponpusaTus:

O nepe3arpyska CEpBEPOB U KANEHTCKMX pabouurx CTaHUUIA, Ha KOTOPbIX yCTaHOBAEH MporpaMMHbIii
NPOAyKT,
O YCTaHOBKa KPUTWYECKMN BaXKHbIX OBHOBIEHUI CUCTEMHOTO NPOrPaMMHOro obecrneyeHus, BHELWHEro

nporpaMMHoro obecneyeHus, B3avMogelcTBytowero ¢ [porpaMMHbIM - NPOAYKTOM WM
paboTatoLero Ha obLeli ¢ HMM annapaTHoOW Naathopme;

O 06HOB/NEHMe aHTMBUPYCHbIX b/l Ha cepBepax W KAWEHTCKMX pPaboumx CTaHLMAX, Ha KOTOPbIX
yCTaHoBJIeH [porpamMMHbIV NPOAYKT;
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O MpoBepKa 1 obecrneyeHne JOCTaTOYHOCTU anmnapaTHbIX Pecypcos;

O MpoBepKa >KypHanoB onepaLMoHHON cncTeMsl 1 MporpamMmMHOro npogykTa Ha Haan4vme 3anuceii oo
olmnbKax 1 ycTpaHeHne NPUYNH UX BOSHUKHOBEHUS;

O MOHWTOPWHI KOPPEKTHOM paboTbl ceTeBoro obopyaoBaHus JIBC, koTopoe ydyacTByeT B ob6meHe
JaHHBIMU  MeXay KOMMoHeHTamu [lporpamMMHOro npoaykTa, a Takke mexay [lporpammHbIM
npoAyKTOM 1 BHELWWHUMU CUCTEMaMMU.

® PernameHT (NeproAnNUYHOCTb, YCIOBUSA) BbINOJAHEHWUS NPOdUAAKTUUECKUX MEPONPUATUI ONpesenseTcs
3KCMAyaTUPYOLWen opraHu3aLmeil caMoCTOATEbHO B 3aBUCUMOCTA OT YCJOBMIA 3KCMyaTauumm C
YUYETOM peKOMeHAaLMNA, NPUBEAEHHbIX B HaCTOALEN AOKYMEHTaLWW, U pekoMeHzauuin Cayx6bi
TEXHUYECKON MOAAEP>KKN MOHUTOP DAEKTPUK MPU UX HAAUUMMN,

o [pu ncnonb3oBaHmm MporpaMMHOro NPoAyKTa ANs BbIMOJHEHWSA BaXKHbIX OMNepaLnii, KOTopble MOTYT
NPVBECTU K BOSHUKHOBEHUIO 3HAUNTE/IbHBIX YBLITKOB UM CBA3aHbl C PUCKAMU AS XXM3HU 1 340POBbSA
Nogei, nonb3oBaTenb [porpaMMHOro Mpoaykta AOJXeH y6eauTbca B TOM, uTO [1pOrpamMMHbIii
NPOAYKT U UHGpacTpyKTypa GYHKLMOHUPYIOT B WUTAaTHOM pexuMme, 6e3 cboeB, a Noc/ie 3aBepLUeHus
onepauuun — yb6eanTbCs B TOM, UTO OHa BbINOJAHEHA KOPPEKTHO.

e Bce 3HaunMble pns  obecneuveHns 6He3onacHOM  3kcnayaTaumu  [porpaMMHOro  npogykra
pernameHTHble onepaLmmn 1 NpoPuaaKTMyeckme MeponpuaThS, a Takxke pakTbl MPOBEPKM FOTOBHOCTU
CMCTEMBI K BbIMOJHEHWIO BaXKHbIX ornepauuii U GakTbl YCMELWHOro BbIMOJHEHNA BaXHbIX onepaLiuii
JODKHBI GUKCMPOBATLCA B OMEPaTVBHOM >KypHase 3KCrayaTauuMn Wan MOATBEPXKAaTbCA APYruMm
Haf&XHbIM CMOCOBOM — Ha YCMOTpeHWe 3KCMAyaTMpytoLleld OpraHusauun. SKCriyaTupytoLas
opraHu3auua Jo/KHa NPejOCTaBAATL KOMUK M BbIMWUCKW U3 OMepaTUBHOIO XXypHaa aKkcnayaTalum no
3anpocy Cny>x6bl TeXHUYECKOW Noaaep>Kkn MOHUTOP SNeKTpuK.

KomnaHus MoHUTOp DNeKTprK He HECET OTBETCTBEHHOCTM 3@ YMYLLEHHYO 3KOHOMUYECKYHO BbIroAy, yObITKM
WU NPEeTEH3NN TPETbUX UL, BKAKOYaA Nobble npAamMble, KOCBEHHbIE, cnyqa|7|Hb|e, cneumnanbHble, TUMNYHBbIE
VN BbiTeKaroLne y6bITKVI (BK.I'II-OLIaFI, HO He OrpaHN4YnBanCh, yTpaTy BO3MOXXHOCTU NCNOb30BaHKWA, NOTEPHO
JaHHbIX UV NPUBLINW, NPeKpaLLeHne AeSTeNbHOCTH), MPpou3oLLesLLre Npu tobol CXeMe OTBETCTBEHHOCTHY,
BO3HWKLUNE BCIEACTBME MCMOJIb30BAHUS UAWM HEBO3MOXHOCTW MCMO/Ib30BaHUA [porpaMMHOro npoaykTa,
JaXe ecav 0 BO3MOXHOCTM Takoro yuiepba 6b110 3asBAeHO.
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1. YcraHoBKa Ha iatdopme Linux

B npouecce ycraHoBkn CK-11 Ha nnatdopme Linux BbINONHAETCA pa3BEPTbiBaHME CEPBEPHOM
yactn Cuctembl, 6a3 JaHHbIX Ha MOArOTOB/IEHHbIX CEPBeEpax € co3gaHmem gomeHa CK-11.

AowmeH - rpynna SCADA/EMS cepBepoB, N30AnMpoBaHHas OT APYrov rpynnbl, KOTOpas BbINOAHAET
onpesenéHHbln Habop GyHKUMW Takux Kak: pabota B Temne npouecca, TPeHaxeép,
ncnbiTaTeNbHbIN MOANTOH U T.4

YcTaHOBKa BbIMOAHAETCSA B HECKONbLKO nocieaoBaTe/ibHbIX 3TanoB:

1. MNoarotoBKa K YCTaHOBKE;

MoaroToBKa cepBepa TEXHNUYECKOro 0B6CayXKMBAHNS;

Hactpoika nuseHtapsa Ansible

Pa3sséprbiBaHme CYB/J n co3paHve 6a3 AaHHbIX

. YcraHoBka nporpammHoro obecneyendunsa CK-11.

2

3

4

5. Hacrpowka mogenun "KoHdurypaumm cuctemsl';
6

1.

1. TIloAroToBKa K yCTAaHOBKE

B pamkax noAroToBku K ycTaHOBKe cepBepHoM Yacti CuctemMbl Ha naatdopme Linux HeobxoaAMMo
BbINONHUTB ClegytoLe TpeboBaHWA 1 NPOU3BECTM COOTBETCTBYHOLLYHO HaCTPOMKY:

e co3zaHne DNS-3anuncen Ans MMeH cepBepoB U ToUek NoakrYeHus (entry point) WEB_EP u
SCADA _EP, a Takxe nmeHn knactepa PostgreSQL. Toukn NOAKNOUEHUSA HEOHXOAMMBI ANid
B3anmogenctens ¢ gomeHom CK-11:

o Touyka goctyna WEB_EP nosBonseT nepeaspecoBbiBaTh 3anpockl k Beb-cepucam CK-11,
0TKa30yCTONYMBOCTb KOTOPbIX peann3yeTcs ncnonbzoBaHnem HAProxy;

o Touka goctyna SCADA_EP nosBosisieT nepeajpecoBbiBaTh 3anpockl k Beb-cepsucam CK-
11, paboTatowmm Ha OCHOBHOM cepBepe (master) OcHoBHOM rpynnbl goMeHa CK-11.
YnpaBneHne nepeagpecaumen TOUYKM AOCTyNa BbINONHAETCA CPeAcTBaMW CEPBEPHOro
npunoxenHns "Cnyxba ynpasneHmns 3agadamm CK-11" (CK-11 Supervisor) 3a cuet npuBA3skm
IP Toukn goctyna Kk ceTeBoMy nHTepdercy cepBepa, KOTOPbIN B @aHHbI MOMEHT ABNAETCA
OCHOBHbIM B gomeHe CK-11;

e NMOAroToBka ceptTudmkata ans obecneyeHns pabotocnocobHocTn BeG-cepBUCOB M Cay>KO
CK-11 no npotokony HTTPS;

e nogrotoska keytab-darnnos ans ans BO3MOXHOCTM ayTeHTMOUKaLMK ¢ nomoLbto Kerberos:

o Keytab-pann — 3to dann, cogepxawmn napbl Kerberos npuHumnanos n mnx kntouen
(nonyyeHHbIX ¢ wncnonb3oBaHnem Kerberos napons). 3t danabl MCNOAL3YHOTCA ANA
ayTeHTUdUKaLMK B cMcTemax, ncnonbsyrolmx Kerberos, 6e3 BBoga napons.

e yCTaHOBKa M nepBuYHasa HacTporika OC Ha cepBepHbIxX y3nax goMmeHa CK-11.
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I'Ipm NAaHNPOBaHNN YCTaHOBKU Cucrembl HeO6XO,£I,MMO onpeaenntb UeneByro apxmTtektypy un
KOAM4YeCcTBO NpmMMeHAaeMbIX cepBepoOB.

Ans  ycTaHOBKM HeobXoAMMbl  Clefyrolive JaHHble, 3anpallvBaeMble Yy  CUCTEMHbIX
aZAMUHNCTPATOPOB OpraHn3aLLuu:

® VIMeHa 1 ajpeca KOHTpoanepoB gomeHa Cnyxbbl katanoros (dc);
® MMeHa ¥ aZpeca CepBepOB TOYHOro BpeMeHu (ntp).
B souepHux pasgenax nogpobHO pacCMOTPEHbI YKa3aHHbIe Bbille paboTbl:

e CoszaHune DNS-3anucel;

MoarotoBka SSL-cepTtndukarta anga Apache;

Moarotoska keytab-dannos ana ayteHTndumkaumm yepes Kerberos;

YctaHoBka OC Astra Linux SE Ha cepBepHble y3Jibl;

e [lepBuryHasg HacTporka OC Astra Linux.

Mepes HavanoM paboT MO MOATOTOBKE K YCTaHOBKE CepBEPHOW 4acTu
CucteMbl peKOMEHAYETCA O3HAaKOMWTCS C Pa3fesioM CrpPaBOYHOW CUCTEMbI
"OpraHu3auma pacnpegeneHma n 6anaHcMpoOBKM CepBEPHbIX PeCypCcoB”.

1.1.1. Co3aanue DNS-3anucei

Ans pabotbl nratdopmbl CK-11 HEO6XOAMMO BbIMOAHUTL CAeAyroLLYytO HacTpoiky DNS—3anucen:

HeobxoanMMocTb BCcnomoraTenbHoro sksemnasapa “his" knactepa PostgreSQL
ana b, "Apxus BAPB" (HIS) onpeaensetcs Haanuvem onumm amueHsum "his" B

\!/ danne nmuensmmn naatgopmbl CK-11. Ecm ykasaHHaa onuma oTCyTCTBYET, TO
pernctpaums DNS-3anucein pg-his-01, pg-his-02, pg-his-Ist ans ak3emnaspa
PostgreSQL "his" He TpebyeTcs.

1. Co3gatb DNS-3anmcm cepsepoB npunoxenun CK-11, cepepoB PostgreSQL w cepepa
TexHuuyeckoro obcny>xkmeaHusa. PekomeHayemble GopmMaTbl UMEH CEPBEPOB COOTBETCTBEHHO::

*-scadal,
*-scada?2;
*—webl,

*—web?2;

1

2

3

4

5. *-pgl;
6. *-pg2;

7. *-pg-his-01;
8. *-pg-his-02;
9. *-deployer.

2. Co3patb ctaTmnyeckyto (static) DNS-3anuce ana toukm nogkatodeHmns WEB_ENTRY_POINT c IP-
afpPecoM W13 TOM Xe CeTU, YTO N OCHOBHbIe IP-aapeca cepeepoB nNpuioxeHu gomeHa CK-11.
PekomeHayembii dopmaT umeHu: *-web.
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. Co3gatb cratnyeckyro (static) DNS-3anuce gna toukun nogkntoveHna SCADA_ENTRY_POINT ¢
IP-aspecom n3 TOW e CeTH, UYTO U OCHOBHble IP-agpeca cepBepoOB MPUIOXKEHUIN AOMEHa
CK-11. PekomeHayemblin dopmaTt nmeHu: *-scada.

. Co3patb cratuuyeckyro (static) DNS-3anuce Ans vMeHM npocaylimBatens OCHOBHOTO
sk3emnaspa (main) knactepa PostgreSQL ¢ IP-appecomM 13 TOW e CeTW, YTO U OCHOBHbIe |IP-
agpeca cepsepoB npunoxeHnin gomeHa CK-11. PekomeHayembin popmat umenn: *-pg-Ist.

. Co3patb crtatnyeckyto (static) DNS-3anucb ans umeHu npocaylwivsatens aksemnaspa “his"
knactepa PostgreSQL c IP-agpecomM m3 TOWM >e CeTU, YTO U OCHOBHble |IP-agpeca cepsepoB
npunoxeHun gomeHa CK-11. PekomeHayembii dopmaT nmeHu: *-pg-his-Ist.

. Obecneuntb KOpPpPEeKTHOe pa3pelueHne co3gaHHbix DNS-3anuvcert BcemMn MCnosib3yemMbiMu
DNS-cepBepamu B NpsamMon n obpaTHOM 30Hax.

DNS-3anmMcn  MMEH  cepBepoB UM TOYeK  MOAKAHOYEHMA  JOJKHBI
cootBetcTBoBaTh Apasuaam (REC 952, REC 1123). OHM AOMKHbI HAYMHATLCSA C
6yKBbl MW LMOPLI, 3aKaHUMBaTbCA GYKBON MAU LUPPON M UMETb BHYTPU
CUMBOJIbI TONBKO BYKB, LMdpP, AOMYCKAETCS UCMOAb30BaHUA BHYTPU CMMBOAA
aedwca (-). Cnepyet 06paTTb BHUMaHWE, CUMBOA NOAYEPKMBAHNA () MOXKET
MCMOJ/Ib30BaTbCA B Hadaje WMEHW U BHYTPU MIMEHW B 3aBMCMMOCTA OT
cneundukaumm npumeHsemoro DNS-cepsepa, no cneuméumkauymm RFC 1123
CUMBOJI MOAYEPKUBAHUA MOXET MCMOJb30BATbCA TONbKO B Hadane WMEHMW.
Vcnonb3oBaHve cMMBONa NOAYEPKMBaAHUA pekoMeHayeTca n3beratb.

He ponyckaetca ucnonb3osaHue cumBosoB SDDL v 3ape3epBMpoOBaHHbIX
UMEH.

MuHuManbHas gNnMHa MMeHU: 2 cuMmBona. MakcMmanbHas aanHa nmenun: 15
CMMBOJIOB, B COOTBETCTBUMN C OrpaHnyeHnamun ana npotokona NetBIOS (REC

1002).

1.1.2. TloaroroBka SSL-cepTudukara anast Apache

Ana obecneyeHuns paborocnocobHoctn Beb-cepucoB n cayx6 CK-11 no npotokony HTTPS
Heobxogmm SSL  ceptndumkaT, BbINyLWEHHbIM AOBEPEHHbIM YOocmosepsarowuM YyeHmpom
(Certification authority):

SSL-ceptndukat gomkeH b6biTb pasgeneH Ha Aa danna:

e [WEB EP FQDN].private key.pem — COAEPXUT TONBKO NMNYHBIA K/tOY (private key);

e [WEB EP FQDN] .pem— COAEPXUT CepTVIq)MKaT N INYHBIN KAHOY, BKAOYas anVI6yTbI.

B wmeHax ¢annos [WEB_EP_FQDN] cneayer 3ameHutb Ha nosnHoe uma_ (FQDN) Toukm
noaknroyeHus WEB EP;

e none Subject pomxHO copepxatb atpubyt Common Name (CN) co 3HaueHuewm,
COOTBETCTBYHOLLMM NoAHOMY ceTeBomy nMmeHun (FQDN) Toukun nogknroueHns WEB_EP;

e none Subject Alternative Name (SAN) po/>XXHO cozepxkaTb BCe KpaTkme u noaHble DNS-

nmeHa cepsepoB Scadal, Scada2, Web1, Web2 n ob6begmHAOWMX UX KAACTEPOB TOYeK
noakntoueHns WEB_EP, SCADA_EP.
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K davinam SSL-ceptudukata AoskeH npwunaratbCs Gann KOpHEBOro ceptudukata AOMeHa
Cnyxbbl KaTanoroB root.##domain.local##.crt, rae ##domain.local## — NosHoe MM
AomeHa Cny>x6bl KaTanoros.

Ceptudwukat Ydocmoseparowezo yeHmpa (Certification authority), ¢ NOMOLLbIO KOTOPOro 6biau
BbinNyLleHbl SSL-ceptndukatel ans cepsepo CK-11, gomkeH ObiTb B Crvcke AOBEPEHHbIX
KOpHeBbIX LieHTpoB ceptudukaumm (Trusted Root Certification Authorities) Ha Bcex cepsepax
AomeHa CK-11 1 Ha BCex KNMEHTCKMUX KOMIMbIoTepax.

1.1.3. TloaroroBka keytab-¢ainioB g/ ayrenTudpukanuu yepes Kerberos

Mpouecc nogrotoBku keytab-pannos gna ayteHTudukaumm uyepes Kerberos otanuaetca B
3aBMCUMOCTM OT ncnosibayemon Cny>kbbl KaTanoros:

YcnoBHble 0603HaueHUSs:

e host-pg-0l.domain.local — MOAHOE WMS MEPBOro Yy3sa OCHOBHOrO
(main) ak3emnasapa knactepa PostgreSQL;

e host-pg-02.domain.local — MNO/HOE UMA BTOPOro y3ja OCHOBHOrO
(main) ak3emnaspa knactepa PostgreSQL;

e host-pg-lst.domain.local — NOJAHOE WUMA MNpoOCAylINBaATENS
OCHOBHOTO (Main) ak3emnaspa knactepa PostgreSQL;

e host-pg-his-0l.domain.local - nNOJHOe WMA NEPBOro Yy3na
ak3emnasapa "his" knacrepa PostgreSQL;

e host-pg-his-02.domain.local — nNOJAHOE WMA NepBOro Yy3na
ak3emniiapa "his" knacrepa PostgreSQL;

® host-pg-his-lst.domain.local — NOJHOE WMA MNPOCAylINBaATENSA
ak3emniapa "his" knacrepa PostgreSQL;

e host-webl.domain.local — MOJAHOE UMSA Yy3/1a BEO-MPUNOXKEHUIA ANs
KOoHbUrypauum ¢ Tpems ysnamu,

e web ep.domain.local — nojsHoe nMA Toukn nogknoyenma WEB EP k
cnyxbam CK-11;

e scada ep.domain.local —noaHoe umsa Toukm nogkaodeHns SCADA EP
k cny>k6am CK-11.

HeobxoammocTb BcnomoraTenbHOro sk3emnaspa “his" knacrepa PostgreSQL

' ans b "Apxus BAPB" (HIS) onpeaenseTca Haavumem onuuun anmuensmm "his" B

\O/ danne nmuensmn naatgopmbl CK-11. Ecm ykasaHHaa onuma oTCyTCTBYET, TO
reHepauus keytab-daiina ansa sksemnnspa PostgreSQL "his" He TpebyeTcs.

4 Microsoft Active Directory

1. B Cnyxbe katanoroe gomeHa MS AD co3saTtb OTAebHble YYETHbIE 3anncu Nob30BaTeNs
ANA NCMONb30BaHMA cayxbamu postgres v http, Hanpumep:

domain.local\httpservice

domain.local\postgresservice
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2. 3apeructpupoBaTtb SPN ans cayx6 postgres n HTTP Ha coOTBeTCTBYHOLLME YUETHbIE 3ammncK
nosb3oBaTeneu:
HTTP/web ep.domain.local

HTTP/scada_ep.domain.local

postgres/host-pg-lst.domain.local, postgres/host-pg-01.domain.local,
postgres/host-pg-02.domain.local

postgres/host-pg-his-1lst.domain.local, postgres/host-pg-his-
0l.domain.local, postgres/host-pg-his-02.domain.local

a. [ns cnyx6 postgres cnepyet pernctpuposatb SPN Ans Kaxa0oro ysna u ans KnactTepHoro
MMeHU Ha OZHY 7 Ty xe YUYETHYHO 3anucb no/sb3oBaTens
(domain.local\postgresservice)

3. CdopmupoBaTb yeTbipe (TpW, Npu OTCYTCTBMM 3k3emnaapa “his" PostgreSQL) keytab-danina:

apache2.web ep.domain.local.keytab

apache2.scada ep.domain.local.keytab
postgres.host-pg-lst.domain.local.keytab
postgres.host-pg-his-1lst.domain.local.keytab

Keytab-dain apache2. web ep.domain.local.keytab COOTBETCTBYET MpUHLUMaNy
HTTP/web ep.domain.local M NOJb30BaTeNt0 domain.local\httpservice

Keytab-daiin apache2.scada ep.domain.local.keytab COOTBETCTBYET
npuHUunnany HTTP/scada_ep.domain.local " no/ib30BaTeNto
domain.local\httpservice

Keytab-daiin (multiple principal keytab) postgres.host-pg-

lst.domain.local.keytab COOTBETCTBYET npuHUuMnanam postgres/host-pg-
lst.domain.local, postgres/host-pg-01l.domain.local, postgres/host-pg-

02.domain.local W NOJb30BaTeNO0 domain.local\postgresservice

Keytab-daiin (multiple principal keytab) postgres.host-pg-his-

lst.domain.local.keytab COOTBETCTBYET MNPWHLUKMMNANAM postgres/host-pg-his-
lst.domain.local, postgres/host-pg-his-01.domain.local, postgres/host-

pg-his-02.domain.local U NONb30BaTeNO domain.local\postgresservice

4 MIB Kerberos

1. B cnyyae ncnosnb3oBaHWA B kavecTBe kaTtanora MIB Kerberos, Hanpumep, Ha FreelPA (Astra
Linux), B KaTanore CO34at0TCA YYETHbIE 3anuncK Y3/10B:

web ep.domain.local
scada_ep.domain.local
host-pg-lst.domain.local

host-pg-01.domain.local
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host-pg-02.domain.local
host-pg-his-lst.domain.local
host-pg-his-01.domain.local
host-pg-his-02.domain.local

2. [lanee co3patoTcs yU€THble 3anuncy cnyxo:
HTTP/web ep.domain.local
HTTP/scada_ep.domain.local
postgres/host-pg-lst.domain.local
postgres/host-pg-01.domain.local
postgres/host-pg-02.domain.local
postgres/host-pg-his-1st.domain.local
postgres/host-pg-his-01.domain.local

postgres/host-pg-his-02.domain.local

3. [na nepeuncneHHbIX cny>kb reHepupytoTcsa YeTbipe (TpW, Mpu OTCyTCTBMM 3k3emnaspa "his"
PostgreSQL) keytab-datina:

apache2.web ep.domain.local.keytab, COOTBETCTBYHOLLUWIA NPUHLMNANY
HTTP/web ep.domain.local

apache2.scada_ep.domain.local.keytab, COOTBETCTBYHOLLUIA NPUHLMNANY
HTTP/scada_ep.domain.local

postgres.host-pg-lst.domain.local.keytab, (multiple principal keytab)

COOTBeﬂjByKnuMﬁI1pMHuMHanaM postgres/host-pg-lst.domain.local,
postgres/host-pg-01.domain.local, postgres/host-pg-02.domain.local

postgres.host—pg—his—lst.domain.local.keytab,Unuﬁﬂﬂeloﬂndpa|key1ab)

COOTBeﬂjByKnuMﬁI1pMHuMHaﬂaM postgres/host-pg-his-1st.domain.local,
postgres/host-pg-his-01.domain.local, postgres/host-pg-his-
02.domain.local

1.1.4. YcranoBka OC Astra Linux SE Ha cepBepHBbIe y3/1bl

Mpw yctaHoBke OC Astra Linux Special Edition Ha cepBepHble y3/bl BbIMOAHAKTCA CregytoLine
warm:

1. CMOHTMpOBaTb Ha cepsepe AUCK C aucTpubytmsom Astra Linux Special Edition B cdrom.
3arpy3utbcs ¢ Hocutens anctpmnbytuea OC.

2. BbibpaTb pexxum yctaHoBKM "paduyeckas yctaHoBKa".
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OnepaunoHHan cucTema
MEUMANEHOrD Ha3HaYeHUs

Penua «Cmonexck»

Mpaduy

3. O3HaKOMUTLCA C YCNOBUAMU NNLIEH3NM, YCTAHOBUTL 3HadveHune "/1a" ana nyHkra "MpuHnmaete
2 Bbl ycnoBua HacTosAwen anueH3nn?". Haxatb Ha KHOMKY [1pogomkinTs.

) ¢
ASTBI}L{E_I\IIUX

OﬂepﬂLLMOHHﬁﬂ cucTema
CneunansHoro HaaHaYeHna

Penua «Cmonexck»

JuyeHsun

4.1, Hactonuee COTMAUEHWE BCTynaeT B CHNY C MOMEHTA YCTAHOBKKM WNW konupoeaduAa MPOTPAMMHOIO NPOOYKTA. F
4.2.Mo MHUUMATHEE TMPABOOEMANATEM COrJALEHVE MokeT BbTh PacTOPrHYTO B cnyuyae Hapywedun NOIb30BATEMEM ycnoewil HacToAwero COTJIANEHIR.

5. MPABA HA WHTENNEKTYAMNGHYH COBCTBEHHOCTH

5.1.MpaBoBOd TMTYN W BCE NPABa WHTENNeKTyantHod cofCTBEHHOCTH Ha MPOrPAMMHEIR MPOOYKT, BKAKYAA (HO He OrpPaHMYMBAACE TOMbKo 3TWM) Nwbbe BXOQAWME B Er0 cCOCTEE
INEMEHTH MyNbTHMENWA, TEKCT W MPOTPaMMbl, & TakWe COLSpKaHWe CONPOBCKAAWWAX Ero MEeYaTHBX MaTepWanoe W nwbbe konuw MPOTPAMMHOID MPOOYKTA npuHapnekat
MPABOOB/IAIATENN, 33 WCKNWYEHWEM CNyYaeE, yKazaHHex B 5.2 HacToAwaro COMTALEHWRA

5.2.MpaBoBoi TMTYN U Bce npaea Ha ofbeKTel WHTENNekTyankHod cOBCTEEHHOCTN, KOTOPHE He ABNAKTCA paspaboTkoi NPABDOBSANATEMH, Ho BxofAT B cocTae NPOrPAMMHOIO
MPONYKTA, BKAKYEA (HO HE OFPaHWJHBAACK TONbKD 3THM)Mwbble BXOPAUME B Er0 COCTAR 3MEMEHTHl MyMbTUME[WE, TEKET W NPOTPaMMe, U JOCTYN K KOTOPHM NpefocTaBnAeT
MPOCPAMMHBIA MPOAYKT, NpMHagexat BRafenbuaM Npas Ha TakWe 3NeMeHTbl i 3alileHtl MewyHapofHbM4 COFMaWeHMAMM U 3akoHopaTenscTBoM Poccuiickoll defepauun o sawute
UHTennekTyansHol cobcTeeHHocTH. HacToAuee COMTAWEHVE He npepocTanseT MOMb30BATEMH HUkakux NpaB Ha MCMONb30BaHWE Takoro cofepadua MPOCPAMMHOND MPOOYKTA
Mpaga Ha Takoe cofepsadue MPOCPAMMHOIO MPOAYKTA, B T.4. (HO He orpaHM4MBAACh TONbKD 3TWM) MPaBo Ha NONY4YeHMe ero WCXONHOTO KOAa NO OTHENBHOMY 3anpocy,
ONpeenAnTcA OTAENEHEMA MUUEHIMOHHEMA COrnaueHnAM npaeoofnafatensd faHHeX 06LeKTOB WHTENMeKTyankHOW COBCTEEHHOCTH.

5.3, 33 HapyueHus aBTopckux npae [PABOCENAJATEMR Ha MPOTPAMMHbIA NPORYKT MONL30BATENL HeceT rpakfaHCKyw, aAMAHMCTPATMEHYH UMK yYrONOBHYW DTEETCTBEHHOCTE B
COOTBETCTBUN C AEHCTBYKWLMM 3aKOHORATENECTEOM PoccHickoil epepaLmm.

6. TAPAHTHA
6.1, IPABOOENALATENE rapaHTUpyer, uTo:

6.1.1. MPOrPAMMHbIA MPOLYKT cOREpWUTCA B MonHoM ofibemMe, COOTBETCTBYHWEM OMNMCAHIK, NPEACTABNSHHOMY B MEYATHLX MATEpWanax WM SMeKTPOHHONH BOKYMEHTALMM, KOTopbe
BXOOAT B cocTaB MPOCPAMMHOMO MPOOYKTA.

6.1.2. DYHKUMW, KOTOPEIE BEMNONHAET MPOrPAMMHbI MPOOYKT, CoOTEETCTBYRT DYHKUWAM, YKA3aHHEM B MEYaTHEX W 3MEKTPOHHBX MAaTEpWanax M (WNW) RoKyMeHTauMW Kk MPOTPAMMHOMY
MPOOYKTY, NuBo NPeBoCXofRT WX.

6.2 HacTORAWAA rapaHTMA HefefcTBMTEeNbHa, ecni cBoid B patoTe MPOTPAMMHOID MPOAYKTA BOSHWUK B Pe3ynbTaTe HEOCTOPOKHOCTM, HEMPABWNEHOrG 0BPaWEHUA UMW MPUMEHEHWR, &
TakMe B CNYYanX, Nepeuncneqdbl B 3.4 HacToAwero COMNAWEHIA.

7. MPUMEHVMOE 3AKOHOOATENLCTEO

7.1.Mpu ucnonezoeaduy NPOTPAMMHOND NPOOYKTA npuMeHARTCA MeWAyHapopHee cornaueHws Poccuickoll Gepepauun W feficTBykLee 2akoHOQaTensCTEO Poccuickod Mepgepaumn,
PerynUpynles OTHOWEHWA B 0BNACTH MHTENNEKTYankHOA COBCTBEHHOCTH.

MourumMaeTe [H Bel YCNOBHA HACTOAWEH MHUEHIWH?

CHUMOK 3kpaHa | | Cnpaeka | MpoponsnTe
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4, Bbl6paTb npejgnoyntaeMoe Cco4dYetaHunme KnaBuUWw Ana U3IMEHEeHWA packnajkun KiaBuaTypbl.

Ha>aTb Ha KHoMKy MpoAoiKunTh.
#
(ASTRALpUX

BaM HykHO ykazaTk cnocof NepeknoUYeHMA KNABMATYPHl MEKDY HALMOHANEHOH Packnagkoid M cTaHRAPTHOW NaTWHCKoW packnapkoid.

OnepaunoHHas cucTema
CneynansHoro HazHa4veHnsa

Penna «CmoneHck»

HacTpoiika KnaBuaTypsi

Haufionee 3proHOMMYHEM cnocoboM cuMTawTCA npasas knasuua Altunu CapslLeck (B nocnefHeM cnyuae ANA NepekniueHus Memfy 3arnaBHeMA W CTPOUHLMA ByKBAaMW WcnonbayeTcs
kombuHaunA ShifttCaps Lock). Eug ofHa nonynApHaA kombuHauus: Alt+Shift, 3aMeTum, 4To B 3ToM cnydae komiuHauua Alt+ShiftnoTepAeT cBoé npuBeMHOE feicTBMe B8 Emacsu ppyrnx,

UCNOMBZYHIMX &8, NPOTPaMMaX

He Ha BCEX KNaBMaTypax £CTh MEPEUMCNEHHBIE KNEBUUN,
Criocal nepekiiwYenuA MEXLY HauMOHaNbHOA W NaTHHCKOW packnagKkos.
Caps Lock

npaBsii Alt (AILGr)

npaeeiii Control

npaesiii Shift

npaeas Knasuwa C NOroTANoM

knaBuwa c MeHW

Control+&hift

Control+Alt

Alt+Caps Lock

nessiii Control+nessi Shift

nessii Alt

neewii Control

neeeid Shift

NeBan knasMllia ¢ NOroTHNOM

Seroll Lock

[EE] nepekniyaTens

| Chmmak skpama || Cnpaeka ‘ | BepHyThca | I TpOAONAMTE I

5. Mocne 3arpy3ky KOMMOHEHTOB NPOrpPaMMbl YCTAHOBKW BBECTU HEOHXOAMMOE NMS CEPBEPHOrO

y3na (hostname), no kotopomy byzeT AOCTyrMeH AaHHbIA y3en no cetn. HaxkaTb Ha KHOMKy
MpoaoKunTb.
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[ ASTRALINUX

OHEDBHMDHHEH cucTema
special edition

CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

HacTpoiika ceTu

Beepute uMA 3T0rO KOMNbHTEPA.

VMA KOMNBRTEPE — 3T0 ORHO CMOBO, KOTOPOE WAEHTMYMUMPYET Baly cUCTEMy B CeTW.ECNW Bkl HE 3HAETE KaKUM JONMKHO BbITE WMA BaWeld CHCTEM, TO MOCOBETYHATECH €
A0MUHUCTPATOPOM Baued ceTW. ECMU Bl YETAHABNMBAETE Bally coBCTBEHHYK AOMAWHKK CETh, MOKETE BHBpaTh Nwboe uMA
MR KoMIbRTEpE:

=

| CHUMOK 3KpaHa ‘ | Cnpaeka |

‘ BepHyTbCA | MpogonxnTe
6. YKazaTb UMA YYETHOW 3annCu afMWHWUCTPATOPa, OT UMEHW KOTOpPOW OyaeT BbIMOAHATLCA

nepsryHas Hactpovika OC. Tpebyemoe nma - administrator. Haxxatb Ha KHonKy [pogomkunTe.
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[ ASTRALINUX

OI'IEDBL(MDHHEH cucTema
special edition

CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

HacTpoiika yuéTHuix 3anucell nonbsoBaTeneidl u naponeil

BeifepuTe MMA y4ETHOA 3anNMcH agMAHUCTPaTopa. Y4ETHAR 3anuck AONKHA HAYMHATLCA
naTuHckux Byks unu uupp

[

CO CTPOYHOA NaTWHCKoW OykBb, 33 KOTOpoR MoMeT crefoBaTh NWboe KOMUYECTBO CTPOUHBI
MR YHETHOA 3anHCH agMAHKCTpATOpa:

| CHUMOK 3KpaHa ‘ | Cnpaeka |

‘ BepHyTbCA |[ MpogonkuTe ]

7. [Baxabl BBeCTW Mapoib ANA agMWHUCTpPaTOpa CepBepHOro Yy3na. HaxaTb Ha KHOMKy

MpopomkunTb.
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OI'IEDBL(MOHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

. :
ASTRALINUX®

special edition

HacTpoiika yuéTHuix 3anucell nonbsoBaTeneidl u naponeil

Xupuwnﬁ Napone NpepcTasnaeT M3 cebn cMeck fl}"l(E, LLM¢D W 3HEKOB NPenuHaHue, 1 LOTKEeH NEepUOfMYEcKH MEeHATBLCR.
BeeguTe napont [ANA HOBGTO afMUHHCTPaTopa:

lpoBepKa NPaBMILHOCTH BBOAA OCYWECTBMAETCA NYTEM MOBTOPHOTD BBOJA NaponA W CPABHEHWA PesynkTaTos
BpepuTe naponk ené pas-

[socececs) ]

| CHUMOK 3KpaHa ‘ | Cnpaeka | ‘

BepHyTbCA |[ MpogonkuTe ]

8. BbibpaTb HeobxoaMMbIN YacoBOW MosAC, B KOTOpoM byaer pabotatb cuctema. HaxaTtb Ha
KHOMKY MposoIXnTb.
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OI'IEDBL(MOHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

. :
| ASTE:)EI\LQI‘I}UX '

Ecnit HyWHOTO Y3COBOTO NOACA HET B CMWCKe, TO BepHWTECk K wary "Befop Azwka’n BefepuTe cTpaHy,B koTopod ucnons2yeTcA Tpebyemeld YacoBOA NOAC (CTPaHY.B KOTOPOWA Bbl
KMBETE UMW CEAYAC HAXOAMTECH).

HacTpoiika BpeMeHu

BuflepuTe 4acoBoi NOAC:

MockBa-01 - KanuHuHrpag

a+00 -

Mockea+01 - Camapa
MockBa+02 - ExaTepuHbypr
Mockea+03 - OMck
Mockea+04 - KpacHospck
Mockea+05 - MpkyTeK
Mockea+06-AkyTCK
Mockea+07 - BnagMeocToK
Mockea+0E - MarapaH

Mockea+09 - Kamuatka

| CHUMOK 3KpaHa ‘ | Cnpaeka i ‘ BepHyTbCA | MpogonkuTe

9. BbibpaTb pexuM pa3MeTkn pa3zenos aucka "ABTO - MCMONb30BaTb BECb AUCK WU HACTPOUTb
LVM". HaxaTb Ha KHOMKY [1poao/KunTh.
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OI'IEDﬁLlMOHHaH cncTema
CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

. :
| ASTE:)EI\LQI‘I}UX '

MporpaMMa ycTaHOBKW MOKET MPOBECTW BAC Yepes MPOLECT PasMeTKM OMCKa (Npefnaran pasHHe CTAHOApTHhE CXEMH) HA Pasfentl, nibo 3To MOXHO cpenaTk BRyuHyw. Ecnu sefpaTe
MCNoNk20BaHHE WHCTPYMEHTA YNPABMEHWA Pa3METKON, y Bac BCé paBHo OyfeT BOIMOKHOCTE MO3KE NOCMOTRETL W MOANPABMTE Pe3ynbTaT.

PasMeTka AUCKOB

Ecnu BuifpaTh MCNONb30BaHWE WHCTPYMEHTA YNPaBneHWs pasMeTkold BCero QMCKa, To fanee Bac NONPOCAT YKAZaTh HyKHbId guCk
MeTog pasmeTku:

ABTO - MCNONE20BATE BECE OUCK

ABTO - UCMONB30BaTE BECh QMCK C 3aUWTHBM npenﬁpasoEaHmeM Ha LVM

BpyuHylo

| CHUMOK 3KpaHa ‘ | Cnpaeka i ‘ BepHyTbCA | MpogonkuTe

10. BbibpaTb AnNCK ANA pa3MeTkun pa3genos dannoBon cucteMbl. HaxxaTb Ha KHOMKY MposomkumTb.

© AO « MOHUTOP INEKTPUKY 18



OI'IEDﬁLlMDHHaH cncTema
CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

. :
ASTRALINUX®

special edition

PasMeTka AUCKOB

3aMeTiM, UTO BCE [laHHeIe Ha BeiBpaHHoM gucke ByayT CTEPTLL HO He paHee uYeM Bbl MOATBEPANTE, UTO [EACTEMTENEHO XOTWTE ChenaTk WIMEHEHWA.
BufepuTe JUCK FAA PasMeTKH:

SCs8I3 (0,0,0) - 136.4 GB Msft Virtual Disk

| CHUMOK 3KpaHa ‘ | Cnpaeka | ‘ BepHyTbCA |[ MpogonkuTe ]

11. BoibpaTb cxemy pasmetku "Bce dannbl B OAHOM pa3gene (peKOMeHAyeTcs HOBW4YKam)".
HaxxaTb Ha KHOrMKy [MposomkunTb.
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W: 3 OnepaunoHHas cnetema
CMELWANEHOMD HASHAYSHUA

Penuz «Cmonexck»

. :
| ASTH:)tI\ngI‘IyUX‘

PazMeTka pUCKOB
BeibpaHo mnA pasMeTku:
SCSI3 (0,0,0) (sda) - Msft Virtual Disk: 136.4 GB

fuck momeT BuTe pasMeved No ofHoi M3 crnepyiouax cxem ECnM Bl He 3HaeTe, yTo BuBpaTh —BefMpalitTe nepayl cxemy.

CxeMa pasMeTu:

OTpeneHed pazfen gna ‘home

| CHUMOK 3KpaHa ‘ | Cnpaeka | ‘ BepHyTbCA |[ MpogonkuTe ]

12. MoaTBEPANTDL 3aMNCb N3MEHEHWNI Pa3MeTKM Ha ANCK, BbibpaB NyHKT "/la". HaxkaTb Ha KHOMKY
MpopomkunTb.
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OHEDBHMOHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

. :
[ ASTRALINUX

cial edition

PasMeTka AUCKOB

ﬂepeu. HECTpUﬁKUﬁ NOrWHECKUX TOMOB HYKHO 3anucaTb MH¢UpMaLLWU 0 pasjenax Ha [JHCK ITH N3MEHEHMA ﬁ)leET HEBO3MOKHO OTMEHUTE.

Mocne HACTPOIAKK € NOMOWEH MEHE[KEpa MOrMUyeckWx ToMoB Gonkle HeMb3R M3MEHATE PAIMETKY MUCKOE, COREpWalMx fu3nueckve ToMa, [pekfe YeM NPORONMUTE HacTpaiiky,
yBeguTeck, 4T Bbl YOOBNETBOPEHH TeKyUed PAE3METKOA LUCKOB

Ha aT1ux )‘CTpUﬁCTEEH M3MEHEHbI TEﬁJ’IHLLh\ pasfenoe:
SC8I3 (0,0,0) (sda)

JanucaTs H3MEHEHHA Ha BHCK # HacTpenio LVM?

() Het

| CHUMOK 3KpaHa ‘ | Cnpaeka i

MpogonkuTe

13. BbibpaTb MyHKT "3aKOHYMTb Pa3MeTKy W 3anmucaTb U3MeHeHWa Ha Anck”. HaxaTb Ha KHOMKy
MpoaomKuUTb.

© AO « MOHUTOP INEKTPUKY 21



. :
| ASTH:)tI\ngI‘IyUX‘

PasMeTka AUCKOB

OI'IEDﬁLlMDHHaH cncTema
CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

Meped Bamy CNHCOK HACTPOEHHLN DA3Jenos W WX TOUSK MOHTHPOBaHMA. BwlepuTe pazfen, dTobbl HIMEHWTL €r0 HACTPOHkM (TUR $aAN0BON CHCTEMs, TONKY MOHTHPOBAHWA W TaK

Zanee), cB000HOE MECTO, HTOOL CO3HaTh HOBLW Pa3fen, wiH ycTpoHcT80, YToBLW C03JaTe Ha HEM HoByW Tabnnuy pasgencs.

ABTOMaTUUECKaRA pasMeTKa

HacTpoika nporpamMmiore RAID

HacTpoilka MeHefkepa norudeckux Tomos (LVM)
HacTponTe 3auMTHoe npeofpazoBaHue ONA ToMoB

Hactpoute ToMa iSCSI

= LVM VG astravg, LV root- 131.8 GB Linux device-mapper {linear)
> # 131.6GB f extd !
= LVM VG astravg, LV swap_1 - 4.3 GB Linux device-mapper (linear)
> #1 43GE f nogk nogk
~ SC8I3(0.0,0) (sda) - 136.4 GB Msft Virtual Disk
= #1 nepeuud. 254EMB B f  ext2 boot
= #5  norudec 136.1 GB K lvm

OTMEHUTE W3MEHEHUA pa3fenos

| CHUMOK 3KpaHa ‘ | Cnpaeka | ‘ Cnpaeka |

14. ToaTBEPANTDL 3aMVUCb U3MEHEHWI pa3MeTKM Ha ANCK, Bbibpas
MpopomkunTb.

‘ BepHyTbCA |[ MpogonkuTe ]

nyHkT "a". Haxartb Ha KHOMKy

© AO « MOHUTOP INEKTPUKY
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OHEDBHMDHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

. :
[ ASTRALINUX

special edition

PasMeTka AUCKOB

Ecnn Bhl NPOACNANTE, TO W3IMEHEHWA, NepeYACleHHbIe HHME,(]}"H}"T 3anWcCaHbl Ha OUCKK. nu e Bbl MokeTE CAenaTb BCE W3IMEHEHNA BPYYHYH.
Ha 3Tux ycrpoic‘raax H3MEHEHBI TaﬁJ’IMLLH paszfenoe:

LVM VG astra-~g, LV root

LVM VG astravg, LV swap_1

SC813 (0,0,0) (sda)

Cnepykoupne paszpens GyayT oTHOPMATUPOBAHLL
LVM VG astravg, LV root kak extd
LVM VG astra-vg, LV swap_1 kak nopk
pasgen #1Ha ycTpodcTee SGCS8IF(0,0,0) (sdaj kak ext2
3anucaTh WIMEHEHUR Ha BHCK?

) Het

| CHUMOK 3KpaHa ‘ | Cnpaeka i

MpogonkuTe
15. Ha ware "Bbibop nporpammHoro obecneyeHus” BblbpaTb nyHKTbl “bBa3oBble cpeacTBa”,
"CpeacrtBa yganéHHoro goctyna SSH". HaxaTtb Ha kHonky MposomkuTe.
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OI'IEDBL(MOHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

. :
ASTRALINUX®

special edition

Bufop nporpaMMioro ofiecneyeHus

B [aHHelil MOMEHT yCTaHOBMeHa TOMkkD OCHOBA cUcTeMel ICxoma w2 Bawux noTpebHocTed, MoxeTe EwGpaTe oguH W Gonee Mz roToBeX Habopoe nporpaMMHoro ofiecneusHus.
BubepuTe yCTAHABNUBAEMOE NPOTPaMMHOE oBecnedeHue:

[¥] Bazomble cpepcTea
[] Pabouuid cTon Fly

[ Mpunomenns fnA paboTel C CEHCOPHEM SKPaHoM
[] Cpepctea pabotel B ceTu

] OpucHbe cpepctea

[ cven

CpepcT ]

[ 3awmuernin WEB cepaep
O CpepcTea BupTyanuzauuu
[C] Cpepctea MynsTumegua

| CHUMOK 3KpaHa ‘ | Cnpaeka |

16. Ha ware "Bbibop ycTraHOBKa nporpaMmHoro obecrneueHuns"” Huuero Boibupatb He TpebyeTcs.
HaxxaTb Ha KHOrMKy [MposomkunTb.
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OI'IEDﬁLlMDHHaH cncTema
CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

. :
ASTRALINUX®

special edition

Bufop M ycTaHoBKa NporpaMMHoro ofiecneuyeHus

BuilfepuTe [ONORHUTENLHBE SYHKUMH yCTaHaBnueaeMold OC

ywba ALD

| CHUMOK 3KpaHa ‘ | Cnpaeka |

17. Ha ware "JononHutenbHble Hactporikn OC" Huuero BbibupaTb He Tpebyercsa. HaxaTb Ha
KHOMKY [MposoKunTb.
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OHEDBMMDHHEH cncTema
CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

ASTRALINUX

special edition

fononHuTenbHele HacTpoiku OC

Bbl MOMeTe HacTpoWTh napameTpel fesonacHocTv OC W OTKNKUMTE ABTOMAaTMUECKYK HAcCTPoliky ceTW. MaHPaTHEA KOHTpoNk LenocTHOCTW npoueccoB OC NO yMONMUaHWK BKMKUEH W
nocne HacTpoiAkKd OC agMWHUCTPATOPOM HeofX0RUMO BKNKWUNTE MAHAATHEIA KOHTPOML LENOoCTHOCTH ®C U pewuM 3MC.[ANA ynpaBneHWs MK, MoryT Wcnonk30BaThcA NporpamMel fly-admin-
sme, astra-mic-control, set-fs-ilev, unset-fs-ilev.

HononHKTENEHLE HACTPOHKK 0C

[] 3anpetuTe ycTaHoBky GuTa WcmonHeHuA

[] WcnonbsoaTe no yMomuaHuo Aapo Hardened

[] 3anpeTuTb BLEBOA MeHW 3arpysunka

(] BkNwUUTL OUYMCTKY pasfenoB cTpaHudHoro obMeHa

] BrnwuuTe ouncTky ocBobompaemlx obnacted pna EXT-pazpencs
[l Benwuute GrokupoBky KoHconn

[ BrnwuuTe BnoKMPOBKY MHTEprpeTaTopos

[] Bknwuute MemceTeBol 3kpaH utw

[ BrnwuuTe CHCTEMHbIE OrpaHUUEHHA ulimits

[] OTkNWUMTE BO3MOKHOCTE TPAcCMpoBKM plrace

[] OTKNKUMTE aBTOMATUUECKYK HACTPOIKY CETH

[] ¥ctaHoeuTe 32-BUTHBIf 3arpyzunk

| CHUMOK 3KpaHa ‘ | Cnpaeka i MpogonkuTe

18. MoaTBEPANTL YCTAHOBKY CMCTEMHOTO 3arpy3umka GRUB Ha xéctkui anck, Bbibpas nyHKT "Ja".
HaxxaTb Ha KHOrMKy [MposomkunTb.
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. :
[ ASTRALINUX

special edition

OHEDBHMDHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

YCTaHOBKE CHCTEMHOTO 3arpysuMka GRUBHa XECTKMA RMCK

Moxoxe, 4TO [EHHaA CHCTEMA ﬁyﬂET EOMHCTEBEHHOA Ha 3ToM KoMnebwTepe. Ecnn 370 DelCTBMTENEHO Tak, TO MOKHO CNOKOWHO ycTaHaeNWBaTk CUCTEMHBIR zarpysunk GRUEB
OCHOBHYK 3arpysoqHyw 3anWck NEpPBOro MECTKOro OMCKE

BHuMaHue! ECi NPOrpaMMe yoTaHOBKM HE YAanock 00HapyRMTe APYTyH ONEpaUMOHHYR CUCTEMY, MMEHWYICH Ha KOMNLKTEpe, TO W3MEHEHWE OCHOBHOA 3arpys0uHOd sannck npueepér
K TOMy,UTO 3Ty ONEPaUMOHHYR CHCTEMYy HeKoTOpoe BpeMA Henb3n GymeT 3arpysuTh.MozpHee MokHo Bypet HacTpoute GRUBANA eé 3arpyzki.
YcTaHoBuTE cucTeMHsM 2arpy3udk GRUBE rnasHyw 3arpy30udyw 3anics?

() Het

| CHUMOK 3KpaHa ! | Cnpaeka |

1 BepHyTbCA | MpogonkuTe
19. BBectn naposb gna poctyna K pegaktmposaHuto GRUB npw 3arpyske (pekomeHgyertcs

MCNONb30BaTb TakOW >e Mapo/b, KakK ANA YYETHOW 3anucn agMuHuUcTpatopa). HaxaTtb Ha
KHOMNKY [MpoA0IXNTb.
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OHEDBHMDHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

. :
| ASTE:/—:\LJ‘HUX '

YCTaHOBKE CHCTEMHOTO 3arpysuMka GRUBHa XECTKMA RMCK

CUCTeMHEIR 2arpyzunk GRUB 06n1afaeT MHOTUMA MOLHEMA WHTEPAKTUBHEMA CBOMCTBAMA, KOTOPLE MOryT BhTE MCNOML3IOBAHE [NA HECAHKUMOHWUPOBAHHOTO QOCTYNA K CUCTEME, ECri
HEM3BECTHLIA NONL30BATENE MONYUMT AOCTYM K MalWMHe nepef 3arpy3koi. YTofbl aWWTUTLCA OT 3TOrO, BEl MOKETE 3&aTk Naponb, KOTOPLI HykHo ByOeT BBECTH AnA
PEAaKTHPOBAHHA MEHR WNW [NA BXOAa B PEMMM KOMaHOHoW cTpokw GRUB. Mo ymonuaHuw, nkfoMy nonb3csaTenk paspeueHo 3anyckaTb Nwboid NyHKT MeHw Ges napons

BeeguTe naponk AnA GRUB.
Mapone gna GRUB:

o| ]

[o0e

| CHUMOK 3KpaHa ‘ | Cnpaeka i ‘ BepHyTbCA | MpogonxnTe

20. NoBTOpPHO BBECTM NapoJb A4 AOCTyNa K pegaktmposaHnto GRUB npw 3arpyske. Haxatb Ha
KHOMKy MposoXuTb.
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OI'IEDﬁLlMOHHaH cncTema
CMNELWATNEHOTD HAaSHAYEeHHA
Penuz «Cmonexck»

. :
ASTRALINUX®

special edition

YCTaHOBKE CHMCTEMHOTO0 3arpysuMka GRUBHa XECTKWMA BUCK

BeeguTe TOT Ke camuii napone gnA GRUBewé pas, utofbl y6epfuThEA B NPaBMNLHOCTH BEOAA
BeeguTe napons emé pas:

[s00eceee ]

L3
| CHUMOK 3KpaHa ‘l Cnpaeka i ‘ BepHyTbCA ! MpogonkuTe

21. Ha ware "3aBeplleHne ycCTaHOBKM" HaXaTb Ha KHOMKY [1pofo/mxuTe AnA 3aBeplueHus
YCTaHOBKMW.
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OHEDBHMDHHEH cucTema
CNeunansHoro HasHayeHua

Penuz «Cmonexck»

. :
| ASTE:/—:\LJ‘HUX '

Ycranoeka 3agepueHa

9 ¥CTaHoBKa FaBepUeHa, NPUILN0 BPEMA 3arpyanTk Bally HOBYW CHUCTEMy. M3BMEKUTE yCTAHOBOUHbIE HOCMTENM, UToGbl CMCTEMa CMOrNa 3arpyauThCA
>

3apBepueHHe YCTaHOBKM

| CHUMOK 3KpaHa ‘ | Cnpaeka i ‘ BepHyTbCA | MpogonxnTe

22. MNocne ycTaHOBKWN HY>XHO M3MEHUTb MOPAAOK 3arpy3kun BUPTyanbHOW MalwmHbl ¢ cdrom Ha hdd
N OCTaBUTb YCTaHOBOYHBIN ANCK Astra Linux B cdrom'e.

1.1.5. IlepBuuyHas HacTtpo¥ka OC Astra Linux

Mocne ycraHoBkn OC Astra Linux HeO6X0AMMO BbIMOAHUTL MEPBUYHYHO HACTPOWKY:

1. OTKpbITb danin /etc/network/interfaces B TEKCTOBOM pefakTope W 3aZaTb caejyroLiee
COAEPXKNMOE:

Ecav daiina HeT, ero MOXHO CO34aTb KOMaHAOW:
touch /etc/network/interfaces

# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces (5).
source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
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iface lo inet loopback
#

allow-hotplug ethO
iface eth0 inet static
address ##HOST_IP##
netmask ##SUBNET MASK##
gateway ##GATEWAY##

r4e 3aMeHUTb MakpornepeMeHHbIe:
##HOST IP## —Ha IP agpec B popmare X.X.X.X
##SUBNET MASK## — Ha MacKy NoAcetun xocta B popmare y.y.y.y
##GATEWAY## — Ha IP-agpec wato3a No yMoA4aHMo B popmaTte X.X.X.Z

. OTpegakTnpoBatb Gann /etc/resolv.conf B TEKCTOBOM peAakTope:

Ecam daiina HeT, ero MOXHO CO34aTb KOMaHAOW:
touch /etc/resolv.conf

a. Mepeuncants B panne IP-agpeca cepepor DNS B popmarte:

nameserver ##IP##

b. YkasaTb nosHoe nms AOMEHa B c|>op|v|aTe:

domain ##DOMAIN FQDN##

r4e 3aMeHUTb MakpornepemeHHble:
##IP## — Ha COOTBETCTBYIOW NI agpec cepeepa DNS
##DOMAIN FQDN## — Ha MONHOE UMA JOMeHa
Hanpuwmep:
nameserver 10.11.222.11
nameserver 10.11.222.12

domain oikdev.local

BbinoaHnTb caejgyrouimne KOMaHAabl:
sudo systemctl enable ssh

sudo reboot

Mocne nepesarpysku NPOBEPUTL JOCTYMHOCTb CEPBEPA, MOAKNOUMBLLNCL K HEMY KOMaHAHOWM
0b0on104KoM € ncnonb3oBaHnem npotokosa Secure Shell (SSH).

MoBTOPUTL AENCTBMA JaHHOIO pa3jena Ha Bcex cepepax ans CK-11.

1.2. IloAroroBKa cepBepa TEXHUYECKOTO 0GCYKUBAHMSA

CepBep TeXHNYECKOro 0b6CNy>XXMBaHWA — BblAENEHHbIA CEPBEPHBIN Y3eh, NpefHa3HauYeHHbIA A5
obecreueHns onepauunin no ycraHoske (co3gaHus gomeHa CK-11), o6HOBAEHUS, UCnpaBaeHNs
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cepBepHon yactm Cuctembl Ha nnatdopme Linux. HacTpoika cepBepa TeXHUYECKOrO
06CNYXKNBAHUSA OCYLLECTBASETCS B CEAYHOLLEM NOPSAKE:

1. MNoakntoueHmne K cepBepy TEXHUYECKOTO 0BCNY>KMBAHWS;

2. Co3gaHune peno3umtopus 13 anckoB Astra Linux;

3. KonupoBaHue n noArotoBka MHCTaAAATOPaA.

Ans KOppekTHOW paboTbl cepBepa TeXHUYECKOro ob6cayuBaHUS TpebyeTcs pasMeLleHue
cnesyroLnx GaiioB B yKaszaHHbIX KaTaaorax:

e /home/administrator/setup — 3TaNOHHbIV NakeT UHCTaNNATOPa;
e /home/administrator/ansible/files/keytabs — MecTo xpaHeHuns keytab-dpalinos;

e /home/administrator/ansible/files/certificates -  MeCcTo  XpaHeHwus
cepTndmKaTos;

e /home/administrator/setup/License.ckll — dann amueHsmm CK-11.

B npouecce yCTaHOBKKM CTapTOBOro OKpPY>XeHWA COo34akoTCa caeayrowime nytm pasMeleHna
3TaJIOHHbIX AaHHbIX N CPEACTB YCTaHOBKN Cucrembl:

e /home/administrator/ansible — pa3MelleHNe JaHHbIX CUCTEMbI YMpaBAeHWs
KOHOUrypaumnamm;

e /opt/creator — yCTaHOBAEHHbIN 3K3EMMAAP YTUANTbI HacTporkn Cuctemsi;

e /opt/creator/output/ — UCXOAHbIE JaHHble s co3ganunsa b/,

e /data/client — 3TaNOHHbIE KNNEHTCKME MOAYN;

e /data/documentation —3TalOHHaa JOKYMEHTaLNS;

e /data/frontends — 3TaJIOHHbIE BEO-MPUNOXKEHNS;

e /data/libs — 3TaNOHHble BubANOTEKY;

e /data/server —3TaJlOHHblE CEPBEPHbIE MOAYN;

e /data/sessionservice —3TanoHHbI CepBuc ceccuin CK-11.

1.2.1. Tloaxj4YeHHe K cepBepy TEXHUYECKOr'o 06C/1yKUBAaHUSA

MoaknroueHme K cepBepy TEXHNUECKOro 06CNy>XMBaHMA OCYLLLECTBARETCA KOMaHAHON 060N104KOM
C wucnonb3oBaHneMm npotokona Secure Shell (SSH). [Ans ayteHTMdumkaumm HeobxoamMmo
NCNONb30BaTb AaHHbIe YYETHOW 3aMncK NoAb30oBaTeNd administrator.

1.2.2. Co3aaHue peno3uTopua U3 JUCKOB Astra Linux

1. BbinonHutb nogkiaroveHne no SSH K cepBepy TEXHUYECKOro OBCAY>XMBAHUA OT UMEHMU
administrator.

2. BcraBuTb anck c Astra Linux Special Edition 1.6 Ha cepBep TeXHWYECKOro OBCAYXMBAHMWA U
CMOHTMPOBaTb B cdrom KOMaHZAOMW:

sudo mount /dev/cdrom
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3. Co3gatb KaTtanor ans nybavkaumm peno3nTopmnes KOMaHoM:

sudo mkdir -p /repository/publish

4. YctaHoBUWTb apache2 KOMaHAOMN:

sudo apt install apache2

5. Co3gaTtb dain KoHOUrypauum peno3nTopmes KOMaHAom:

sudo touch /etc/apache2/sites-enabled/000-repo.conf
6. OTKpbITb hakin B TEKCTOBOM pesakTope:

sudo mcedit /etc/apache2/sites-enabled/000-repo.conf
7. 3apaTb cneayroLlee coaep>kumoe darna:

DocumentRoot /repository/publish
<Directory "/repository/publish">
Options +Indexes

AllowOverride None

Require all granted

</Directory>

8. BbINO/MHNTL KOMaHAy:

sudo rm -f /etc/apache2/sites-enabled/000-default.conf

9. B danne /etc/apache2/apache2.conf packOMMEHTMPOBaTb MapaMeTp AstraMode W
3a4aTb 3HaueHune 'off';

10. Co3patb B /repository/publish KaTanorn peno3ntopues A1 YCTaHOBKW cTOpoHHero MO
N CpeACcTB pa3paboTku:
sudo mkdir -p /repository/publish/smolensk main

sudo mkdir -p /repository/publish/smolensk devel

11. CkonnpoBaTb C YCTaHOBOYHOTO Ancka Astra Linux kaTanorn dists n pool B KaTanor:

/repository/publish/smolensk main

12. CMOHTMpOBaTh B cdrom AUCK CO CPeACTBaMW Pa3paboTky, KOTOPbIA MOXHO 3arpy3utb Mo

ccoinke - "https://dlastralinux.ru/astra/stable/smolensk/devel/1.6/". CkonuposaTtb C Aucka

Katasorn dists M pool B KaTtaor:

/repository/publish/smolensk devel

13. 3arpy3utb no ccoinke - "https://dl.astralinux.r r le/smolensk rity- 1.6/"
ANCKW, BKJtOYaroLMe akTyasbHble obHoBieHna OC (kaTanorm C AWCKaMU MMERT VMEHa,
HauMHarowmecs ¢ gatel B dpopmate yyyyMMdd), ckonmposaTtb € AUCKOB KaTanorn dists u
pool B COOTBETCTBYHOLLNE Katasaoru
/repository/publish/smolensk main updates yyyyMMdd, npeaBapuTeNbHO
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CO034aB  UX. O3HaKOMUTBCA CO  CMUCKOM  OBHOBAEHUI MO>XHO NO  CCblike -

14.3arpy3unTb no  ccblike - "https://dl.astralinux.ru/astra/stable/smolensk/security-
updates/1.6/devel/" anck c nocneaHNMN OBHOBAEHNAMM CPEACTB pa3paboTku 1 CKOMMpoBaThb
C Hero KaTanoru dists 7 pool B KaTanor
/repository/publish/smolensk devel updates yyyyMMdd, npeABapuTeNbHO
co34aB ero.

15. Co3zaTtb Galn CO CNUCKOM Peno3nTOpPMEB MO YMONYAHUIO:
sudo touch /etc/apt/sources.list.d/default.list
16. flobaBuTtb B danin /etc/apt/sources.list.d/default.list CTPOKM NOAKAOUEHUS K
CO3ZaHHbIM PEMO3UTOPUSAM:
f—-—-start setup repos
deb http://##DEPLOYER IP##:80/smolensk main stable main contrib non-free
deb http://##DEPLOYER IP##:80/smolensk devel stable main contrib non-free

deb http://##DEPLOYER IP##:80/smolensk main updates yyyyMMdd stable main
contrib non-free

deb http://##DEPLOYER IP##:80/smolensk devel updates yyyyMMdd stable main
contrib non-free

#-—-end setup repos
roe  ##DEPLOYER IP## 3amMeHMTb Ha IP-agpec Tekywero cepeepa TexHMYeCKOro
obcnyxmnBaHus.

CocTtaB CTPOK MOXET OT/NIMYATbCA B 3aBMCMMOCTM OT KO/IMYECTBa CO34aHHbIX PENO3NTOPUEB C
obHoBneHnammn OC c nmeHamun B popmaTe smolensk main updates yyyyMMdd.

17. 3akOMMeHTMPOBaTb BCE CTPOKM CUMBOJIOM # B CieayroLmx dpannax:
/etc/apt/sources.list
/etc/apt/sources.list astra

18. BbinoaHWTL O6HOBNEHWE peno3nTopreB KOMaHAOM:

sudo apt update

1.2.3. KomnupoBaHMe M NOATrOTOBKA UHCTA/LISATOpPA

1. CkonmpoBaTb Ha cepBep TEXHNYECKOro 0bCNy>XXNBaHWA B JOMaLUHWUIA KaTaaor agMUHUCTpaTopa
(/home/administrator) katanor "setup" C MHCTaNALNOHHBIMN Ganiamu;

2. Ana ycTaHOBKM BaM noTpebyetca dain AMLEH3UW, MO NapameTpaMm KoToporo 6yaert
chopMmmupoBaHa MHOrocepBepHas cucTeMa C HeOHXOAMMbIM Habopom GYHKLMOHANbHbIX
Mogzynen.
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C uenbho 3almMThbl NPOrpaMMHOro obecreyeHms OT MPOMbILLJIEHHOIO LWMMOHAXa, B TOM Uncie
OT MHOCTPaHHbIX KOHKYPEHTOB, Gain ANLLEH3UN AN YNeHOB DKCnepTHoro coseTa Peectpa
Poccuitckoro nporpaMmmHoro obecneveHus npy MuHkomcsssn Poccum npegoctasasetcs no
3anpocy, HamnpasJeHHOMY Ha 3NEeKTPOHHbIN agpec: market@monitel.com, B TeueHme 30 MUHYT.

CkonupoBsatb Gann amueHsunm License.ck11 B kaTanor /home/administrator/setup/;

MoAKkNHOUNTLCA K cepBepy TeXHUYECKOro obcnyxxmBaHus;

MocnesoBaTeNIbHO BLIMONHUTL CEAYHOLLME KOMaH/b! B JOMALLHEM KaTalore agMUHUCTPATopa:
cp -rf setup/ansible ~
tar -xvf setup/ansible/ansible.tar.bz2 -C ansible

ansible/bootstrap.sh

Ha atane Bbibopa BapuaHTa Ganna koHOUrypauum apache2 BbibpaTb BapmaHT MO yMONYaHUIO
(N);

B kaTtanor /home/administrator/ansible/files/keytabs ckonupoBaTb keytab-

dannbl ana Apache n PostgreSQL, co3paHHble paHee. VimeHa keytab-daiinoB gonkHbl 6biTh
cnepyrowmnmMu:

postgres.##PG CLUSTER FQDN##.keytab
apache2 . ##WEB EP FQDN##.keytab
rae ##domain.local## — NoAHOe MMs AoMeHa Cny>K6bl KaTasoros.

B «karanor /home/administrator/ansible/files/certificates ckonMpoBsaTtb
dannbl SSL-cepTndurKaToB:

root. ##domain.local##.crt —KopHeBon cepTudukat Cnyx0bbl KaTanoros;
[WEB _EP FQDN].private key.pem — COAEPXUT TONbKO NNYHBIN KNHOY (private key);
[WEB_EP FQDN] .pem — COAEPXUT CepTUPUKAT M INYHBIV KtOY, BKAFOYas aTpmbyTbl.

rae ##domain.local## — NoAHOe MMs goMeHa Cny>KObl KaTasoros.

8. BbINOAHWTbL KOMaHAbI:

cd ~/ansible/files/certificates

openssl x509 -in ##WEB_EP_FQDN##.pem -out ##WEB_EP_FQDN##.crt

cd ~/ansible

1.3. Hacrpoiika vHBeHTaps Ansible

HaCTpOVIKa MHBEHTapA Ansible BbINONHAETCA B HECKOJ/IbKO nocieaoBaTe/ibHbIX 3Taros:

1. Hactpoika KOHOUTYpaLMnN CEPBEPHbIX Y3/10B;

2. HacTtpolika napameTpoB YCTaHOBKU;

3. MoHTUpOBaHMe XpaHuauLLa ANs pe3epBHbix konun B/,
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1.3.1. Hacrpol¥ika KoHpUTrypanum CEpBEePHbIX Y3JI0B

1. TloakntounTbCa K cepBepy TEXHNYECKOro 0bcayKMBaHUS;

2. lMepewnTtn B Katanor home/administrator/ansible/inventory/;

3. OtpegaktupoBaTb danin hosts — yCTaHOBUTb MMEHa M ajpeca CepBEPHbIX Y3/0B, a Takxe
pacnpesennTb NX NCEBAOHUMbI MO rpynnam B 3aBUCMMOCTM OT POJIV.

Mo ymonuaHuto B WabsoOHe WCMOAb3YHOTCA Clegytoline obo3HayeHus, MCeBAOHUMBI
CepBepHbIX Y3/10B:

host-deployer — cepep TexHU4eckoro obcnyxvBaHWsA, Ha KOTOPOM pa3BEépHyTa cucTeMa
Ansible pna ycraHoBkun/obHoBaeHus CK-11 1 conyTCTBYHOLLMX KOMMOHEHTOB;

host-scada-01 — ocHoBHOW cepBep (master) onepatneHoro koHTypa (OK);
host-scada-02 — pe3epBHbIi cepBep (slave) onepatnBHoro koHTypa (OK);
host-web-01 — ocHoBHOW cepBep (master) rpynnbl ropsyero pesepsa "Beb-cepBucol”;
host-web-02 — pe3epBHbIl cepBep (slave) rpynnbl ropavero pesepsa "Beb-cepBuchbl”;

host-pg-01 — nepBbIi y3en 0OCHOBHOrO 3k3emMnaapa "main" knactepa PostgreSQL, Ha KOTOpOM
xpaHatca b, CK-11, kpome BA "Apxms BAPB" (HIS);
host-pg-02 — BTOpo XOCT OCHOBHOrO 3k3eMnaspa “main” knacrepa PostgreSQL, Ha KOTOPOM
xpaHatca bl CK-11, kpome B/, "Apxus BAPB" (HIS);

host-pg-Ist — nmsa (npocaylwmBaTtens) ocHoBHOro ak3emnaspa (main) knacrepa PostgreSQL, Ha
koTtopom xpaHatca b CK-11, kpome bJ, "Apxus 6APB" (HIS);

HeobxoanmocTb BcnomoratenbHoOro ak3emnaspa “his" knacrepa PostgreSQL
! ans b "Apxus BAPB" (HIS) onpeaensetca Haavumem onuun amueHsum "his" B
\/ danne avuensnm nnatpopmel CK-11.

host-pg-his-01 — nepBbin y3en akzemnaapa "his" knactepa PostgreSQL, Ha KOTOPOM XpaHUTCS
b "Apxvs TM" (HIS);

host-pg-his-02 — BTopown y3en s3k3emnagpa "his" knactepa PostgreSQL, Ha KOTOPOM XxpaHUTCS
B "Apxvs TM" (HIS);

host-pg-his-Ist — nmsa (npocnywneatens) akzemnaspa "his" knactepa PostgreSQL, Ha koTopom
xpanutca b/l "Apxmus TM" (HIS);

host-web — vma Toukm noakntoueHns WEB_ENTRY_POINT (WEB_EP) k 6anaHcupoBLymKy
Harpy3kn WebApi;

host-scada — msa Toukun nogkntoueHms SCADA_ENTRY_POINT (SCADA EP) k 6anaHcnpoBLLmKY
Harpy3kun SCADA.
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B daline hosts HEOBXOAMMO 3aMEHWUTb MCEBAOHUMbI Ha peasjbHble VMEHa
CepBepoB, KOTopble ByAyT UCMOb30BATLCA B Aa/NbHELLIEM B SKCMIyaTaLuu.

Mpw onpeaenenHnn y3nos 3k3emnaapa “his" HeobxogMmo 3agatb hostname
' cepsepa B NepeMeHHOW primary hostname. Hanpumep:

\./ otikk-le-hisl ansible host=10.81.169.147
ansible user=administrator postgresgl instance=his
primary hostname=otikk-le-pgl otikk-le-his2
ansible host=10.81.169.148 ansible user=administrator
postgresgl instance=his primary hostname=otikk-le-pg2

lpynnbl y310B, MMeHa KOTOPbIX 3aKNHOYeHbl B KBaApaTHble CKOOKM, MO3BONAOT pacrpesenuntb
y3/ibl B 3aBUCMMOCTM OT UX posieil. OnucaHune rpynn NpesCcTaBaeHO HUXKE.

“ [manager]
OnpepenexHne

CepBep TEXHUYECKOTO 0bCy>XKMBaAHUS.

CocrtaB

CepBep, Ha KOTOPOM pa3BepHYT Ansible ans BbINONHEHWA onepaluii aBTOMaTU3MPOBaHHOIO
pa3sepTbiBaHuma 0.
“ [ck11]

OnpepaeneHune

Cepsepbl npunoxexu CK-11.
Cocras
Y3nbl, Ha KOTOpbIX ByseT yctaHOoBAeHa cepBepHaa yactb CK-11. Ha y3nax gaHHow rpynnbl

b6ynetr passépHyta "Cnyxba ynpaBneHums 3agadamm CK-11", koTOpas 3anyctut 3ajauw,
onpegensemMble onucaHnem cepsepa B Mogenn "KoHdurypaumsa cuctemsl”. 1o ymonvaHuto:

host-scada-01
host-scada-02
host-web-01
host-web-02

. [ck11_scada]
OnpepaeneHune

Cepsepbl OCHOBHOW rpynnbl ropsyero pesepsa.
CocraB
Y3nbl, Ha KOTOpbIXx OyAyT 3anyllieHbl 3ajayn, BbIMNOAHAIOLWME 0b6paboTKy omnepaTMBHOM

nHpopmauymmn. Hanpumep, "bAPB", "ObpaboTtka Tenemetpumn’, "MNpoLeccop Tonosornm” u T.4.
OTKa30yCcTONUYMBOCTbL pecypcoB obecneumBaeTca 3a cHeT cayxbol CK-11 Supervisor.

ﬂ,OJ’I)KHO ObITb YKa3aHo He 6bonee ABYX CepBepoOB. Mo YMOJIHaHUKO!
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host-scada-01
host-scada-02

i [ck11_web]

OnpepaeneHune

CepBepbl rpynnbl ropsyero pesepsa "Beb-cepBuchl”.
Cocras
Y37bl, Ha KOTOPbIX ByAYT 3anyLleHbl 3agaun, AOCTYN K KOTOPbIM BbINMOJHAETCA MO NPOTOKONY

HTTPS, wncnonb3ys wma Toukm nogkntodeHms WEB_EP. Otka3oycTOMUYMBOCTb pecypcoB
obecneumBaeTca 3a CHET CPEACTB CepBepPHOro npuaoxexHuna HAProxy.

[ onxHO BbITb yKa3aHo He bonee AByx cepBepoB. Mo yMonyaHuo:

host-web-01
host-web-02

4 [jsreport]
OnpepeneHne

CepBepbl pa3MeLLieHNs KOMMOHEHTOB jsreport.
CoctaB
Y31bl, Ha KOTOPbIX ByAyT pa3MeLLeHbl KOMMOHEHTbI jsreport, BKAKOYas cneLmanm3npoBaHHyHO

B, ans obecneveHuns pabotbl Beb-cepsuncor CK-11. JomkHo 6biTb ykazaHO He bonee AByX
cepsepos. [1o ymonyaruto:

host-web-01
host-web-02

4 [cluster]

OnpepenexHne

Cepsepbl knactepa PostgreSQL.

CocraB

B rpynny AO/MKHbI BXOAWTb TPW y3na. Ha nepBbIX ABYX CMMCKa pa3BOpPayMBaeTCA CEepPBUC
PostgreSQL v B[], c HacTpoeHHOW penankaLmen mexay Humn. Ha scex Tpéx byayT pa3BépHyTbl
komMmnoHeHTbl Corosync+Pacemaker, obecneunBatowime knactepusaumio PostgreSQL. Tpetum
y3en B JaHHOW rpynne wurpaet poJib rOJOCytoWen HOAbl MpW OMpejeneHnn OCHOBHOrO
(master) cepeepa knactepa. lMpn ncnonb3oBaHmn KoHOUrypaumm Cucrtembl € KONMYECTBOM
y3n10B 6Hosee AByX B KayecCTBe TONOCYHOLIEA HOAbl WCMO/b3yeTca OAWH W3 CepBepoB
npunoxeHnin CK-11. Mo ymonyaHuto B wabsoHe 3agaH BTopoin cepsep OCHOBHOWM rpynmnbl —
host-scada-02. Mo ymonuaHwuto:

host-pg-01
host-pg-02
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host-scada-02

“«  [postgresql]
OnpepeneHne
Cepepbl ¢ CYB/l PostgreSQL, Bkntovas BMPTyaibHble MMeEHa Y3N10B BCMNOMOraTe/lbHOro
sk3emnanpa PostgreSQL "his".

CoctaB

Y3nblI, Ha KOTOpPbIX ByaeT pa3BépHyT cepsuc PostgreSQL n b, CK-11. Mo ymonuaHwmto:
host-pg-01
host-pg-02
host-pg-his-01
host-pg-his-02
“ [rabbitmq]

OnpepaeneHune

CepBepbl 414 pa3BépTbiBaHUA bpokepa coobLieHnn RabbitMg.

Cocras

Y3nbl, Ha KOTOpbIX ByAeT pa3BEpHYT KOMMOHEHT RabbitMg, peannsyroLnii KOMMYHUKaLMIO
MeXJy HEKOTOPbIMU KAWEHTCKUMU W CEepBEPHbIMU MNpuaoXeHuamun. B kauectBe y3n0B
RabbitMq Bbibupatotcs aBa cepepa npunoxeHnin CK-11, Ha koTopbix ByaeT 3anyLueHa 3agaqva
CK-11 "MoHuTopumHr RabbitMq", npesocraBastoas TOUKM NOAKAHOHYEHUS K Bpokepy ANs
npunoxeHnin CK-11. Mo ymonyaHuto B Mogenn "KoHourypaumsa cmctembl” AaHHas 3ajada

3anycKaeTca Ha OCHOBHOM M pe3epBHOM cepBepax OcHoBHow rpynnbl host-scada-01, host-
scada-02. No ymonyaHuto:

host-scada-01
host-scada-02

a [redis]

OnpepaeneHune

CepBepbl 411 pa3BEPTbIBaHNA KOMMOHEHTa Red(s.

CocraB

Y3nbl, Ha KOTOPbIX ByAeT pa3BépHYThI CNybbl Redis Sessions n Redis Sentinel.

Redis — pe3naeHTHas cuctema ynpasaeHus 6a3amu gaHHbix knacca NoSQL ¢ oTkpbITbiM
NCXOAHBIM KOZOM, paboTatolias CcoO CTPYKTypaMW JaHHbIX Tuna "“Kao4 — 3HayeHue".
Ncnonb3ayetcs ansa xpaHenus nap Userld | Guid ans ayTeHTUdMKaLmMm noab3oBaTenen.

OTKa30yCTOMYMBOCTb KOMMOHeHTa Redis peanvsyetcs CPeACTBaMWU AOMOJHUTENbHOTO
sk3emnanpa Redis — "Redis Sentinel".
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Redis Sentinel sBnsieTcs cepBMCOM MOHUTOPUHIa COCTOSHUA master u slave Hoa. BeinoaHsiet
YyBELOMJIEHUS O COBbLITUAX, MepekaoYeHe Mexay master u slave, ecam master Bbilen u3
CTPOS, U T.A.

Redis Sessions — sk3emniap Redis, ¢ koTopbim 6yaeT BzaumogernictBoBatb Cepsuc ceccumn CK-
11 ans 3anpoca v XxpaHeHUA JaHHbIX ayTeHTUGUKaLMM MOAb30BaTENeN.

[lo1HO BbITb yKa3aHO TPW Y313, €C/IN UCMOAb3YeTCs KOHPUTypaLms ¢ KONMYECTBOM CEPBEPOB
npunoxeHnin CK-11 6onee aByx. MNepBblin cepBep B cnncke byAeT NCNoab30BaTbCA B KayecTBe
master B koHdUrypaumm Redis. [1o ymonyaHuIo JaHHbIM CEPBEPOM BblbpaH OCHOBHOW cepBep
host-scada-01. B kauecTBe aByx Apyrux slave pekoMeHayeTcs Cnoab3oBaTbcs cepepbl host-
web-01, host-web-02, Ha koTopbix Takke 6yaeT pa3sépHyt "CepBuc ceccni CK-11"
ncnonb3yrownin Redis. No ymonyaHuto:

host-scada-01
host-web-01
host-web-02

i [virtual]
OnpepaeneHune
KoHTeliHepbl DNS-cepBepa, wucnonb3ytolmecs B KayecTBe ToYeK MOAKNHOYEHUS
(NnpocnywimBatenen) K 0TKa30yCTONUMBBLIM pecypcam.
Cocras
Cnncok HeobxoAMM Npwu pa3BepTbiBaHUM KOMMOHEHTOB A/ pPacno3HaBaHWA CUCTEMOM
Ansible BnpTyanbHbIx UMeH. 1o ymonyaHmto:
host-pg
host-pg-his
host-web
host-scada

4 [Npwumep 3anonHeHHoro danna KoHoUrypauum
otikk-deploy ansible host=10.81.169.157 ansible user=administrator

otikk-le-scadal ansible host=10.81.169.151 ansible user=administrator
otikk-le-scada2 ansible host=10.81.169.152 ansible user=administrator
otikk-le-webl ansible host=10.81.169.153 ansible user=administrator
otikk-le-web2 ansible host=10.81.169.154 ansible user=administrator

otikk-le-pgl ansible host=10.81.169.155 ansible user=administrator postgresql instance=main
otikk-le-pg2 ansible host=10.81.169.156 ansible user=administrator postgresgl instance=main
otikk-le-pg ansible host=10.81.169.150 postgresgl instance=main
otikk-le-hisl ansible host=10.81.169.147 ansible user=administrator postgresgl instance=his

primary hostname=otikk-le-pgl
otikk-le-his2 ansible host=10.81.169.148 ansible user=administrator postgresgl instance=his
primary hostname=otikk-le-pg2
otikk-le-his ansible host=10.81.169.149 postgresql instance=his

otikk-le-web ansible host=10.81.169.158
otikk-le-scada ansible host=10.81.169.159
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[manager]
otikk-deploy

[ckll]
otikk-le-scadal
otikk-le-scada2
otikk-le-webl
otikk-le-web2

[ckll_scada]
otikk-le-scadal
otikk-le-scadaz

[ckll_web]

otikk-le-webl keepalived master=yes

otikk-le-web2

[jsreport]
otikk-le-webl
otikk-le-web2

[cluster]
otikk-le-pgl
otikk-le-pg2
otikk-le-scadal

[postgresqgl]
otikk-le-pgl
otikk-le-pg2
otikk-le-hisl
otikk-le-his2

[rabbitmg]
otikk-le-scadal
otikk-le-scada2

[redis]
otikk-le-scadal
otikk-le-webl
otikk-le-web2

[virtual]
otikk-le-pg
otikk-le-his
otikk-le-web
otikk-le-scada

1.3.2.

HacTpoiika napamMeTpoOB YCTaHOBKU

1. TloaKkntounTbCA K CepBEepY TEXHNYECKOro obcnyxxnBaHms.

2. MNepentn B KaTanor /home/administrator/ansible/inventory/group vars/

3. B davne all/all.yaml 3aAaTb 3HaUEHWA CeAYHOLLMX MapaMeTPOB MHBeHTapsa Ansible:

target instance: nceBgoHUM  Tekyuwlero 3k3emriispa  CK-11.  PekomeHpyetca
MCnonb3oBaTb B KayecTBe MNcCeBAOHWMa abbpeBnaTypy HasBaHWA opraHu3auun. [JaHHbIn
nceBAOHMM ByZeT NCnob30BaThCA B MHGOPMaLMOHHbIX coobLueHnax CLI. MoxeT coctoaTtb 13
6ykB natuHckoro andasuta, umdp, cumsona "_";

pu—
hacluster name: umA knactepa ha.Proxy, COOTBETCTBYHOLMA WMMEHW MpOCayLIMBaTens
OCHOBHOTO 3K3emriapa (main) knacrepa PostgreSQL;
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deafult timezone: 4aCOBON NOAC CEPBEPOB, KOTOPLIN ByAeT ykasaH npu HacTponke CYB/],
PostgreSQL. Mpwv 3anonHeHUn gaHHOro noas HeobxoanMmo ybeanTbCs, UTO Ha BCEX cepBepax
CK-11 ncnonb3yeTtca ofMH 1 TOT >Ke YaCoBOM MOAC.

MNMocMoTpeTb CMCOK BCeX BO3MOXHbIX HaCOBbIX MOSCOB BO3MOXHO, BbINOJAHUB
KOMaHAy:
timedatectl list-timezones

CMeHa 4acoBOro nosica BbIMOJHAETCS KOMaHAOﬁI
sudo timedatectl set-timezone "Europe/Moscow"

5. B ¢anne all/ckll_paths.yaml 3ajaTb 3HaueHMA napameTpa HBeHTapa Ansible:

ckll transits path: Ha3BaHue kaTtanora ¢ transit-gannamu, Kotopble 6yayt
NCMONb30BaTbCA A1 onpejeneHns BpemeHn B CncTemMe B COOTBETCTBMM C TEKYLLIMM YacOBbIM

noscom. Kartanorm ¢ transit-danamMm MO yMOAYAHWIO  PACMONOXEHbl MO MyTW
/home/administrator/setup/dat/Transits/

6. B daline all/network.yaml 3ano/siHUTb HacTPOWKM CETW, CEPBEPOB CUHXPOHM3aLUK
BpemeHn, DNS-cepBepoB Ans napameTpoB nHBeHTapsa Ansible:

network mask: KOpPOTKas M NOJHAA Macka Nnojcetw;

network default gateway: ajpec CETeBOro LWIt03a, UCMONb3YEMOro Mo YMOJHaHUIO,
timesync primary servers: CNUCOK NepPBUYHbIX Ntp cepBepoB;
timesync_fallback_servers: cnucok fallback ntp cepsepos;

dns_servers primary: cnucok IP-agpecoe DNS cepsepos;
dns_servers_fallback: cnucok IP-agpecos fallback DNS cepsepos;

primary domain: nosHoe nmsa gomeHa Cnyx6bl KaTanoros;

primary domain controller: kopoTkoe nmsa (hostname) koHTposnepa gomeHa Cny>6bl
KaTasoros;

domain_controllers: cnucok hostname KoHTponepoB gomMeHa Cayxbbl KaTanoros;
friend realms: CNNCOK Apy>KecTBeHHbIX JoMeHOB Cny>6 kaTanoros;
ckll web entrypoint_ hostname: KOpOTKOe MM# TOUKM nogknroueHmna WEB_EP;
ckll_scada_entrypoint hostname: kopoTkoe ums ToukM noaknoueHns SCADA_EP.

7. B ¢davine all/postgresql cluster.yaml gna nons postgresql instances B

nepemeHHbIX 1istener 3asaTb MeHa NpoCayLUMBaTeNEN 3K3eMnAapoB knactepa PostgreSQL
"main" n "his", B chyyae Haanums COOTBETCTBYHOLLLErO KAtoua aveH3mm “his".

8. B daine all/repsytoryes.yaml 337aTb 3Ha4eHWe NapameTpa HBeHTaps Ansible:

reposytoryes_advanced: CNuCOK CTPOK MOAKAOUeHUs K penosutopuam MO, co3gaHne
KOTOpbIX onucaHo B pa3gene "Co3gaHue penosvTopueB u3  anckoB Astra Linux" w
pobaBneHHbIX B Paln /etc/apt/sources.list.d/default.list. [pumep 3anonHeHns
napameTpa:

reposytoryes advanced:
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- deb http://10.81.169.157:80/smolensk main stable main contrib non-free
- deb http://10.81.169.157:80/smolensk devel stable main contrib non-free

- deb http://10.81.169.157:80/smolensk main updates 20200327 stable main
contrib non-free

- deb http://10.81.169.157:80/smolensk devel updates 20200327 stable main
contrib non-free

9. B daine all/users.yaml 3a4aTb 3HAUEHNA CeAYIOLLMX MapaMeTpPOB MHBeHTaps Ansible:

administrator user: vMsa ajgMuHUCTpaTopa, AaHHoe npw yctaHoske OC Astra Linux. Mo
ymosnyaHuo — administrator;

administrator password: napo/b agMUHUCTPaTOPa, 3ajaHHblvi Npu yctaHoske OC Astra
Linux;

ckll pw: naposnb y4é€THom 3anucy 'monitel’, oT MeHn KoTopow ByayT 3anyckaTbcsa Cy>X6bl
CK-11;

jsreport database: napametpbl nogkatoveHuna k b/l JsReport. Heobxoanmo nameHunTb
TONBbKO MapoJib NOJIb30BaTeNA JSIUSET;

administrators: CMWCOK aAMUHUCTPATOPOB cepBepoB. [0 yMOAYaHWIO  YKasaHbl
aAMWHUCTPATOP, 3aZaHHbI npu yctaHoske OC, 1 root;

users: CMNUCOK MOJIb30BaTENEN, ANA KOTOPbIX OyAeT pa3peLleHo NOAKNHOYEHNE K cepBepaM
CK-11 no SSH. [lns kaxporo nonb3oBaTens B CMWCOK KAKOYEW ssh _keys Heob6XogMMO
A06aBWTb NepcoHanbHble Ny6anUHble SSH-KAOUY;

postgresql su_users: JOMeHHble y4éTHble 3anucn agMuHuctpatopos CK-11, kotopble
6yayT MeTb npuBunernn superuser B CYb/, PostgreSQL. [laHHble NnpuBmaernm HeobxoanMbl
Anf paboTbl C MPUNOXKEHUAMM, B KOTOPbIX BbINOAHAETCA CO3jaHuMe HOBbIX 6a3 fJaHHbIX,
Hanpumep, OdbCreator n "YnpasneHune paboummm mogensamn®;

postgresql worker users: /JOMEHHbIE YUYETHbIE 3aMMCK, KOTOPbIM pa3peLleHo YTeHre 1
3anuncb B 6a3bl AaHHbIX CcTeMbl. B gaHHbIV CMMCOK AOMKHbI ObITb BKAFOYEHbI YUETHbBIE 3anuncy,
OT UMEHW KOTOPbIX MPOXOAUT ayTeHTuduMKaums cepauca "Cnyxba ynpasaeHusa 3agadamm CK-
11" (CK-11 Supervisor) Ha cepBepax W KAMEHTCKMX KoMmmMbtoTepax. [pn ayTeHTndunkaums
AaHHbIX nonb3oBaTenen udepe3 Kerberos poctyn k B 6yaeT BbINOAHATHCA OT MMEHMU
[postgresgl worker user] (no ymonuyaHuto — "ck11_krb"), apastoweroca BnagenbLem Bcex
b4 Cncrtemsl;

postgresql su user: yuéTHas  3anucb  PostgreSQL,  obnasarowas  npaBamu
cynepnosb3oBaTens. TpebyeTcs N3MEHUTb TOIbKO Napob;

postgresql su pwd user: Yy4yeTHasa 3anucb PostgreSQL, obnagatowas npasamu
Cyrnepnosib3oBaTesia C MPaBOM MOAKAHOYEHMS MO JOTMHY M naponaro. Tpebyerca M3MeHUTb
TOJIbKO MapoJib;

postgresql superuser pw: MapoJb Cynepnosib3oBartens "postgres”

ckll server services user: yuyeTHaf 3anvcb NoJb30BaTeNs, OT MMEHN KOToporo byaet
BbINOAHATLCA ayTeHTUOMKauma Kerberos Bcex cepBepHbIx 3agay CK-11;
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ckll client services_users: /[OMeHHble MONb30BaTeNN, OT WMEHN KOTOPbIX
BbINOAHAETCA ayTeHTUdMKauma cnyx6bl CK-11 Supervisor Ha KIMEHTCKMX KOMMbrOTepax;
ckll _admin_users: JOMeHHble MO/b30BaTeNN, KOTOPbIM ByAyT Ha3HauyeHbl NpuBMUaErumn
AamuHnctpatopa CK-11 B mogenn "KoHdurypaumsa cucrems”;

ckll _admin_hosts: KOMMbOTEPbl MOJb30BaTeNen, obnajaroWwnx NPUBUAETUMAMM
AamuHuctpatopa CK-11 B Mogenn "KoHourypauua cncreml”.

10.B darne ckll.yaml 3azaTb 3HaUYEHUA CeAyOLNX NapaMeTpoB MHBeHTaps Ansible:

1

—_

ckll configuration_server: nosHoe umsa (FQDN) npocaywvsatens OCHOBHOMO
sk3emnaspa (main) knactepa PostgreSQL, Ha koTopom 6yaer passepHyta b mozenn
"KoHdurypauumm cuctemsl” (odb_sysconfig);

ckll sessionservice allowed users: CNUCOK MOJb3OBaTenell JOMeHa, OT WUMEeHM
KOTOpbIX ByAeT npoxoanTb ayTeHTUudmKaunro "Cnyxxba ynpasnaeHuns 3agadamm CK-11" (CK-11
Supervisor) Ha cepBepax W KAMEHTCKMX KoMMbroTepax. [loMeH u ums nosab3osatens
YKa3blBatOTCA B HUXKHEM PErUCTPE;

.B paiine ckll_web.yaml 3a7aTb 3HaYeHVA CAeAYHOLMX NapaMeTpoB nHBeHTapsa Ansible:

keepalived address:

ip: IP-agpec Toukum noaknroueHns WEB_EP;

mask: KOpOTKas Macka NoACeTH, N3 KOTOPOU 3TOT afpec;

multicast: WKMpoKoBeLaTeNbHbIN agpec ans discovery, Hanpumep, 224.0.0.32.

12.B daine cluster.yaml 3ajaTb 3HaUEHWA CNEAYIOLLMX NAapaMeTPOB MHBeHTaps Ansible:

hacluster postgresql address:

ip: IP-agpec npocaywimBaTens OCHOBHOrO 3k3emnasapa (main) knacrepa PostgreSQL;
mask: KOpPOTKas Macka NoACeTH, K KOTOPOWN NMPUHAANEXMT yKa3aHHbIN agpec;
broadcast: WMpoKoBeLLaTeNbHbIN agpec noacetn ana discovery;

postgresql replication_user: noib3oBaTeNb repluser, OT MMEHN KOTOPOro byaer
BbIMONHATLCA penankaums B PostgreSQL. Heob6xoaMMO M3MeHUTb TONbKO Napoib.

13.B danne manager.yaml 33ZaTb 3HaYEHNA CIeAyHOLLMX MAapaMeTpoB UHBEHTapa Ansible:

ckll deploy user: nojb3oBaTeNb, OT WMEHU KOTOporo OyaeT  BbIMOAHATLCA
ayTeHTMduKaLma B PostgreSQL Ha cepBepe TEXHNYECKOro 06CNy>XnBaHWA NPU pa3BepTbiBaHNM
CK-11. Heobxogumo yka3aTb OAHOrO W3 MO/b30BaTeNel, BXOAAWMX B  CMUCOK
[postgresql su users] ¢anna users.yaml.

1.3.3. MoHTHpOBaHMe XpaHWINILA [ pe3epBHbIX Konui b/]

Ha cepBepax, ykasaHHbIX B rpynne [postgresqgl] ¢anna hosts WHBeHTapa Ansible,
CMOHTMpPOBaTb B KaTanor /backup BHeWHee XpaHuauwe Ans 3k3emnaapos PostgreSQL,
MMeroLLLiee OCTaTOYHOE KOMYeCcTBO cBOHOAHOro MecTa A/ XpaHeHWs pe3epBHbIX konui b/,
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1.4. PasséptbiBaHue CYB/l u co3gaHue 6a3 JAHHBbIX

BbinoaHuTb noaknro4veHune K cepBepy TeXHNYeCckKoro O6CﬂV)KI/IBaHVIFI.,'

Bbi3BaTb KOMaHAy ANA CO34aHWA TEPMUHaNbHOW CECCUM, KOTOpas MO3BOAUT He MpepbiBaTh
ycraHoBky CK-11 npu pa3pbiBe CBA3N KIMEHTCKOrO KOMMbrOTEPa C CEPBEPOM TEXHNYECKOro
obcny>xmBaHus:

tmux

Mepent B /home/administrator/;
I'Iocne,u,OBaTeano BbIMOAHUTb KOMaHAbl:
cd ansible

make bootstrap

make os_upgrade

make init

MpumeyaHue: ecav BO BpeMs BbINOAHEHUA KOMaH make npepBanack ceccus
SSH, nocne nepenoakNtOUYEHWA MOXHO OTKPbITb CECCUI0 C YCTaHOBKOMW,
BbIMOJIHUB KOMaHAY:

tmux a

Pa3BépTbiBaHMe 1 HacTpoiika oTkazoycToumsoro knactepa CYB/J, PostgreSQL
BbIMNOJIHAETCS aBTOMaTU3MPOBAHHO.

1.5. YcraHoBKa nmporpaMMHOro ooecnedyenus CK-11

BbINONHUTL NOAKAHOUEHNE K CEPBEPY TEXHNYECKOrO obcnyxxvBaHus;

. Co3zaTb TEPMUHA/IBHYHO CECCUIO KOMAHZOW:

tmux

MNepent B /home/administrator/;
BbINONHUTL KOMaHABI:
cd ansible
make play
Moaxnrountbes No SSH K o4HOMY 13 cepBepoOB, yKa3aHHbIX B danne hosts nHBeHtapsa Ansible

B rpynne [rabbitmg], U BbINOJHUTb CAEAYyOLNE KOMaHAbI ANf OObejUHEHWA CepBepoB B
knactep RabbitMg:
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sudo rabbitmgctl stop app

sudo rabbitmgctl join cluster rabbit@uma BToporo cepeepa rpynmnel rabbitmg

sudo rabbitmgctl start app

1.6. Hacrpoiika CipaBOYHOM CUCTEMBI

Ha nnatdopme Linux CnpaBouyHas cuctema Anf YCTaHOBKM MOCTaBASETCA COBMECTHO C
anctpunbytneom naatdopmbl CK-11. YcraHoBka CnpaBOYHOM CMCTEMbI BbIMOAHAETCH COBMECTHO
¢ nnatdopmont CK-11. Mocne yctaHOBKM TpebyeTcs BbIMOAHUTL CeAyHOLLME Laru No HacTponke

CnpaBOYHOM CUCTEMDI:

1. 3anyctutb npunoxeHuve "Pegaktop mogenn”. Co3paTb HOBYHO BEPCUMIO OT aKTyalbHOW B

nHGopMaLoHHOW Mogenn "KoHpurypaums cnctemsl”.

2. Mepentn B 6a3zoBom pgepee no nytn: CepeepHoe O = [Mnatdopma. OTKpbITb ANSA
pefakTMpOBaHMA 3K3eMnasp obbekTa BHewHero pecypca “"CnpaBouHas cucrtema” (UID

2000003A-0000-0000-C000-0000006D746C):

Eﬂ Pegaktop mogenn

Qaiin  Bug fannbie  Whopymentst  Cxkpuntal  Cnpaska

UID 2000003a-0000-0000-c000-00000

I
[
b [ Brewmwe pecypcel I
» % WMHTerpaunoHHele cepeicsl
I g Mntepdedichsie mogymm
b [ Mexyposrestid obmer
4 Mnatgopma

["&" Cinpaisouuan cucTeMa I

/ m JAL-cepevc Cuctembl

[ ui ApanTep cucTeMsl yEegoMACHMA,., =

| af Konourypauwa cuctems: ﬁ Joxymentnposanie (241) | SysConfig 11.6.2.35 |

B.B(9-c-lv_ 8le 2% bE. BXE,
Jepeso obnexios R x (7] Cnpasoynan cictema
ﬁ Ss'g i‘m - @ % = (1] ForeignResource '_‘:'CegsegHoe NoY O Moardopma’ A Cnpasounan cucrema’
——pTTpOpTT =
4 ':'1 Cepeeproe MO CCHOBHbIE NapamMeTphi
I BT _Tunei nporpamuHoro weTepdeiica Havmerosanme Cnpasounan cactema
b B Tunel pecypcos Maxer O ServerPackage | ¥ [ [laardopma’ lzl APl
b g EMS/DMs I Onucanue
I 0% Infolift i3
b [ SCADA ‘
I ¥ WebMAG Support 8
b [ Bassi paneix CTpokM NogKNoYHeHHs
> % Beb-cepeucal i,
[»

He

3. [lo6aBUTb CTPOKY MOAKNOUEHUs AR pecypca C MOMOLLbI KHOMKM T B obnactn "CTpoku
nozkntoveHus". Beectn agpec camta CnpaBoO4YHOM cuCTeMbl B A06aBAEHHYHO CTPOKY B
dopmarte: https://[FODN WEB ENTRY POINT]/helpsystem/, r4e [FQDN WEB ENTRY POINT]
— nonHoe ceTeBoe UMA banaHcmposLumka Harpyskn WebAPI (UID 20001445-0000-0000-C000-

0000006D746C).

! Hannumne kocon vepTol (/) B KOHUE agpeca ob6s3aTesbHO.
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/] Pegaktop mogenu

Paiin  Bua fannele  Mnorpymenter  Cekpwnmal  Cnpaska

@._Blo-c-v_ Qe B2% HE, BEXO.

Jepeeo obwektos I x a Cnpasoutas cuctema % '_
EREC R Al Rk A ForeignResource | [ Cepeeproe N0 Y Maardopma’ ¥ Cnpasounan cucremal
T TR =
4 Bm Cepseproe MO OcHoBHbiE NapaMeTphl
b BT _Twnsl nporpammere wrepdeiica il Hawumerosarne | Crpasounan cucTema | uiD  20000032-0000-0000-c000-000000¢
b [ Tunel pecypcos Maker O ServerPackage | ¥ [ [nardopma’ lz‘ APL | |
b % EMS/DMs _ |l Onucanme
b @ Infolift 3
b g sCADA
I O WebMAG Support ]
b B Bases ganme CTpoKK NOAKTOUEHNS
% Beb-cepaucnl i -

% Brewnve pecypcel

I |https:.f'fotl'kk-testboxci.oiktest.local.f’helpsystemf’

0% WhrerpaumonHee cepeucel

[

I

b

b & WntepdedicHsie mogyns

b g Mexyposresoii obmen

4 g Meatpopma
"_g;g-'llaaﬁouﬂan cucTEMa

15 [[3 JAL-cepeuc Cucreme

b [l8 Agantep cuctemel ysegomaeniii...

| off KoHourypauma cucremst ;ﬁ,ﬂ,oKyMeHmpoaaHue {241) | SysConfig 11.6.2.35 @

4. CoxpaHuTb n3mMeHeHus B B/.
5. AkTyanunsmpoBaTtb OTpeAakTUPOBaHHYH Bepcuto mogenmn "KoHpurypauma cnctemsl”.

6. MpoBeputb paboTtocnocobHocTb CnpaBoyHoi cuctembl CK-11 no cnegyrowemy URL (kocas
yepTa / B KOHUe obf3aTenbHa) — https://[FQDN WEB ENTRY POINT]/helpsystem/, rge
[FODN WEB ENTRY POINT] — MoOJHOe ceTeBOe WMA 6anaHcmposlumka Harpyskm WebAPI
AomeHa CK-11.

| Cant CnpaBoOYHOM cuCTeMbl ByAeT AOCTyneH MO/b30BaTeNsaM Mo agpecy:
\\Qﬁﬁ// https://[FQDN WEB ENTRY POINT]/helpsystem/.

Mo ymonuaHuto CrnpaBo4yHas cucrema ycTaHaBAMBaeTCa no nytu: C:\CK-
11 Web\helpsystem

1.7. YcranoBka CK11.Network Operations Training Simulator
(CK11.NOTS)

BcrynneHnwne

YcTtaHOBKa TpeHaxkepa BbIMOJHAETCA BbIMOJHEHMEM YCTaHOBOYHOro danna. [Mpu  3ToMm
HeobXoAMMO y4YecTb UCXOAHbIE YCNOBMSA, @ MPU HEOBXOAMMOCTM MCMOAb30BaTb HY>XKHbIN BapuaHT
yCTaHOBKMW.

HauanbHble ycnoBua
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YcTaHOBKa BbINOMHAETCA Ha cepBepe, yCTaHOBKa WM OOHOB/NEHME KIMEHTCKOW YacTu
TpeHa)kepa Ha KAMEHTCKMX KOMMbOTepPax BbIMOAHUTCA aBTOMaTUYeCcKn npu 06HOBAEHUN
KnneHTa wratHbiM ans CK-11 cnocobom.

Ha cepBepe sonxeH 6biTb ycTaHoBAeH Komnnekc CK-11 ¢ mueH3mnen «TpeHaxep».

Ha cepBepe gosxeH 6biTb ycTaHoBAeH kaneHT CK-11, 3T0 HeobXxoANMO ANs NPaBUIbHOW
paboTbl yCTaHOBLLMKa TPeHaxepa.

MNepes HayanoOM YCTaHOBKW TpeHaxepa chepyet octaHoBuTb cynepsusop CK-11 B
npuaoxeHnn «ynpasnerHune yznamm CK».

BapuaHTbl ycTaHOBKMW.
VHcTanigatop nmeer pexumbi:

"[MonHana yctaHoBKa". BbINOJHANOTCA BCe HMXecneAyrolne MyHKTbl B MOpsAAKe KX
onucaHus

"YcraHoBka Bcex bmHapHbix Pannos”. YctaHaBAMBarOTCA bUHapHblie danibl cepBepHONn
YyacTu TpeHaxkepa u nybankyrotcsa B koHurypaumio CK-11 6ruHapHble daliabl KIMEHTCKON
yacTtu.

"ObHoBAEHME KANEeHTCKMX BuHapHbix ®Pannos”. MNybankyrotca B KoHGUrypaumro CK-11
61HapHble darinbl KIMEHTCKOM YacTu TpeHaxepa. Nybankaumsa 6yaeT BbiNOSHEHaA, TONbKO
ecv B KOHPUrypaumoHHown b/l y>ke ecTb onvcaHne coctaBa KAMEHTCKOW YacTh (CM. MyHKT
«3anncb B CUCTEMHYHO KOHPUTypaLmio»)

"YcTaHoBKa TpeHaxépHon Bepcun BIPB". B cepBepHyto YacTb TpeHaxepa BbIMOAHAETCA
ycTaHoBKa cneumanbHon Bepcmmn BAPB CK-11 ansa 6bIcTpoi MHULMAAM3aL NN TPEHNPOBKMU.
Be3 aTon Bepcum ByaeT ucnonb3oBaTbCs CTaHAapTHas Bepcusa BAPB 6e3 nameHeHwun B
paboTtocnocobHocTn TpeHaxkepa. EAMHCTBEHHas pa3HuMLa — B CKOPOCTU UHMULMAM3aL MK
TPEHMPOBKMW.

"3anncb B CUCTEMHYHO KOHOUrypaumio”. B koHdurypaumoHHyto 6a3y gaHHbIX TpeHaxepa
3anncbiBaeTCA OMucaHne MOAyAen KAMEHTCKOW 4acTu TpeHaXkepa W MHble mapameTpbl
HaCTPOWKK, HeobxoAnMble AA dKCMayaTaumu TpeHaxepa (Hanpumep, poan Bepyuiero,
Awvcnetyepa, TexHonora)

"Co3gaHue b/l TpeHaxepa". Co3aaérca 6a3a AaHHbIX TPEHaXepa, coAep kallas NPOeKThl
TPEHMPOBOK, CUeHapun u Apyryto uHpopmauuto. lNepes co3gaHvem BbINOAHAETCA
ypaneHue paHee cyulectBoBaBlien B/l TpeHaxepa, no3atomMy nepej Co3jaHueM
YCTaHOBLUMK BbIMOJHAET AOMOAHUTENbHbIV 3aNpoC Ha NMOATBEPXKAEHMNE 3TOW onepaLuu.
"Co3gaHve nnaHa obcnyxwuBaHmsa b/l TpeHaxepa"'. [ns 6a3bl AaHHbIX TpeHaxkepa
CO34a€TCA NiaH 06CNyXnBaHms, obecneynBatoLLMin COXpaHeHe pPe3epBHbIX KOMMWM.

KaTtanoru v ¢painnbl npu yctaHoBKe TpeHaXkepa

B xoge ycraHoBkum B KaTtasore ycraHoBku CK-11 co3gaérca katanor DTS, B KOTOpbIN
yCTaHaBAMBaroTCA Galsibl CEPBEPHON YacTh TpeHaxepa.

Kpome Toro, cosgaérca katanor DTS\DTSSetup, B koTopom pa3meLlatorcs danabl ana paboTol
ycTtaHoBLMKa. Mepes yctaHoBKOW KaTanor DTSSetup ouuilaeTcs, Tak YTO OH COAEP>XUT dalnbl
WMEHHO OT MoCNeAHero BbIMNOAHEHWA YCTaHOBLUMKA TPeHaXxepa, B TOM 4MC/ie MNPOTOKOAbI
yCTaHOBKW. MNpn HeOHXOANMOCTN CIKOHOMUTb ANCKOBOE NPOCTPaHCTBO KaTanor DTSSetup nocne
YCTaHOBKM MOXHO YAanuTb.
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Katanor DTS\DTSSetup B 3aBUCMMOCTM OT peXXumMa YCTaHOBKW COAEPXWUT BCE WAM 4YacTb U3
nepeyYncneHHoro Hmxe:

Katanor Client

CopepXuT KAneHTckme danibl TpeHaxepa AnA Nybavkaumm ux B KOHOUrypaLuoHHyto 6asy
AaHHbIx CK-11.

Karanor ClientUpdater63

CogepXXut yTuanty nybankaLmm KAMeHTCKUX MOAyaen B KOHPUIypaLMOHHYHO 64

Katanor DB_Scen

CopepXut eAuHCTBEHHbIN xml-pain C KaHOHMYEeCKOW Mogenbto 6asbl JaHHbIX TpeHaxepa
(NpoekTbl TPEHUPOBOK, CLIEHapUN W T.M.)

Kartanor sysconfig

Cogepxunt xml-pannbl Ans HayanbHOW HACTPOWKW TpeHaxepa, KoTopble OyAyT 3arpyXeHbl B
KOHOUrypaumnoHHyto 6asy gaHHbix CK-11.

Katanor MaintenancePlanCreator

Cofep>XnT YyTUANTY CO34aHNA NaaHa 0bCay>KMBaHUA Ans 6a3bl AaHHbIX TPEHaxepa.

OtpaenbHble ¢aiinbl

e dts_sc.psi — ckpunt Powershell ans 3arpy3km ¢annoB HacTpoek TpeHaxkepa B
KOHOUrypaumoHHyto 64 CK-11
e dts_db.ps1 — ckpunT Powershell ans co3gaHms 6a3bl JaHHbIX TPeHaXepa

e dts_mpc.ps1 —ckpunt Powershell gnsa 3anycka yTmantbl co3gaHms niaHa obcay>xmnBaHms
64 TpeHaxepa
e dts_sc.log — XKypHan BbIMOJHEHWS CKPUNTa
e dts_db.log — >XKYPHan BbINMOJAHEHWS CKpUNnTa
e dts_mpc.log —>kypHan BbINOJHEHWNA CKPUNTa
e C(ClientUpdater63\UpdateClientModules.log — >ypHan pabotbl yTnantel nybankaumm
KJVEHTCKMX MOAynen B KOHPurypaumnorHyto b/ CK-11
e MaintenancePlanCreator.log — >xypHan paboTbl yTMAWUTbI CO34aHNA niaHa obcay>xnBaHne
b/l Tpenaxepa.
Mocne ycraHOBKU
MNocne yctaHOBKM TpeHaxepa caegyeT 3anyctutb cynepsusop CK-11 B  npuaoxeHuu
«YnpassieHune y3namm CK».
Ana nHPopmaumm npu yctaHoBke B Katasore DTS cospatotcs daunbl filinServerBuild.txt w
filinClientBuild.txt, cogep><awime Homep COOPKM COOTBETCTBEHHO CEPBEPHbLIX W KJANEHTCKMX
MOZynen TpeHaxepa.
Mpw 0bHapy>keHWN OLLIMBOK YCTaHOBKN HEOHXOAMMO MPOKOHTPOANPOBATH (M BbICIaTb MepCoHany
MoHuTOp JnekTpuk) BCe dannbl ¢ pacwupeHnem log B katanore DTSSetup, w
ClientUpdater63\UpdateClientModules.log (ecnn BbinosHsnace nNybankaums — KANEHTCKUX
Moaynen).

CoxpaHeHune CBA3W NoJib3oBaTesieil C PoaAMMU
Mpwn yctaHoBke obHoBneHun CK-11 pBETCA CBA3b MOAb30OBaTeNer C TPeHaXXepPHbIMU POASMM
«Bepywmi», «ncnetuep», «TexHonor». [lna coxpaHeHUs CBA3en cneayer:
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e Mepep obHoBneHmem CK-11 B pesaktope mogenen coxpaHutb B xml-painn paszen
«[Monb3oBatenn» H6asbl JaHHbIX KOHPUIYpaLUK.

e T[locne obHoBneHms CK-11 BbINOAHWUTD YCTaHOBKY TpeHaxepa

e BoccTaHOBUTb COXpPaHEHHbIN paHee daln € onNucaHWAMW Nonb3oBaTened B b/l
KOH®Urypauunm.
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