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1.  

CK Linux 
CK 11. 

  SCADA/EMS 

 

 

1. ; 
2. ; 
3.  
4.  
5. ; 
6. -11. 

1.1.  

Linux 
 

 DNS- entry point) WEB_EP 
SCADA_EP PostgreSQL. 

-11: 
o WEB_EP - -11, 

HAProxy; 
o SCADA_EP - -

master  -11. 

-11" (CK-11 Supervisor
IP 

-11; 
 -
CK HTTPS; 

 keytab- Kerberos: 
o Keytab-  Kerberos 

Kerberos 
Kerberos  

 CK 11. 
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dc);
ntp).

- ;
SSL- Apache;
keytab- Kerberos;

Astra Linux SE ;
Astra Linux.

1.1.1. -

CK DNS

his PostgreSQL
HIS his

CK
DNS- pg-his-01, pg-his-02, pg-his-lst

PostgreSQL "his

1. DNS- - PostgreSQL

1. *-scada1;
2. *-scada2;
3. *-web1;
4. *-web2;
5. *-pg1;
6. *-pg2;
7. *-pg-his-01;
8. *-pg-his-02;
9. *-deployer.

2. static) DNS- WEB_ENTRY_POINT IP-
IP- CK 11. 

-web.
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3. static) DNS- SCADA_ENTRY_POINT
IP- IP-
CK 11. -scada.

4. static) DNS-
main PostgreSQL IP- IP-

CK 11. *-pg-lst.

5. static) DNS- his" 
PostgreSQL IP- IP-

CK 11. -pg-his-lst.

6. DNS-
DNS-

DNS-
(RFC 952, RFC 1123

-

DNS- RFC 1123 

SDDL

NetBIOS (RFC
1002).

1.1.2. SSL-

- CK HTTPS
SSL

(Certification authority):

SSL-

[WEB_EP_FQDN].private_key.pem (private key);
[WEB_EP_FQDN].pem

WEB_EP_FQDN FQDN
WEB_EP;

Subject Common Name (CN
FQDN WEB_EP;

Subject Alternative Name (SAN DNS-
Scada1, Scada2, Web1, Web

WEB_EP, SCADA_EP.
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SSL-
root.##domain.local##.crt ##domain.local##

(Certification authority
SSL- CK

Trusted Root Certification Authorities
CK

1.1.3. keytab- Kerberos

keytab- Kerberos

host-pg-01.domain.local
PostgreSQL;

host-pg-02.domain.local
PostgreSQL;

host-pg-lst.domain.local
PostgreSQL;

host-pg-his-01.domain.local
PostgreSQL;

host-pg-his-02.domain.local
PostgreSQL;

host-pg-his-lst.domain.local
PostgreSQL;

host-web1.domain.local -

web_ep.domain.local WEB_EP
CK 11;

scada_ep.domain.local SCADA_EP
CK 11.

his PostgreSQL
HIS his

CK
keytab- PostgreSQL "his

Microsoft Active Directory

1. MS AD
postgres http

domain.local\httpservice

domain.local\postgresservice
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2. SPN postgres HTTP

HTTP/web_ep.domain.local

HTTP/scada_ep.domain.local

postgres/host-pg-lst.domain.local, postgres/host-pg-01.domain.local, 
postgres/host-pg-02.domain.local

postgres/host-pg-his-lst.domain.local, postgres/host-pg-his-
01.domain.local, postgres/host-pg-his-02.domain.local

a. postgres SPN

(domain.local\postgresservice)

3. his" PostgreSQL) keytab-
apache2.web_ep.domain.local.keytab

apache2.scada_ep.domain.local.keytab

postgres.host-pg-lst.domain.local.keytab

postgres.host-pg-his-lst.domain.local.keytab

Keytab- apache2.web_ep.domain.local.keytab
HTTP/web_ep.domain.local domain.local\httpservice

Keytab- apache2.scada_ep.domain.local.keytab
HTTP/scada_ep.domain.local

domain.local\httpservice

Keytab- incipal keytab) postgres.host-pg-

lst.domain.local.keytab postgres/host-pg-
lst.domain.local, postgres/host-pg-01.domain.local, postgres/host-pg-

02.domain.local domain.local\postgresservice

Keytab- ipal keytab) postgres.host-pg-his-

lst.domain.local.keytab postgres/host-pg-his-
lst.domain.local, postgres/host-pg-his-01.domain.local, postgres/host-

pg-his-02.domain.local domain.local\postgresservice

MIB Kerberos

1. MIB Kerberos FreeIPA (Astra
Linux
web_ep.domain.local

scada_ep.domain.local

host-pg-lst.domain.local

host-pg-01.domain.local
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host-pg-02.domain.local

host-pg-his-lst.domain.local 

host-pg-his-01.domain.local 

host-pg-his-02.domain.local 

2.  
HTTP/web_ep.domain.local 

HTTP/scada_ep.domain.local 

postgres/host-pg-lst.domain.local 

postgres/host-pg-01.domain.local 

postgres/host-pg-02.domain.local 

postgres/host-pg-his-lst.domain.local 

postgres/host-pg-his-01.domain.local 

postgres/host-pg-his-02.domain.local 

3. his" 
PostgreSQL) keytab-  

apache2.web_ep.domain.local.keytab  
HTTP/web_ep.domain.local 

apache2.scada_ep.domain.local.keytab  
HTTP/scada_ep.domain.local 

postgres.host-pg-lst.domain.local.keytab,(multiple principal keytab) 
 postgres/host-pg-lst.domain.local, 

postgres/host-pg-01.domain.local, postgres/host-pg-02.domain.local 

postgres.host-pg-his-lst.domain.local.keytab, (multiple principal keytab) 
 postgres/host-pg-his-lst.domain.local, 

postgres/host-pg-his-01.domain.local, postgres/host-pg-his-
02.domain.local 

1.1.4. Astra Linux SE  

Astra Linux Special Edition 
 

1. Astra Linux Special Edition cdrom. 
 

2.  
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3. 
. 
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4. 
. 

 

5. 
 (hostname

. 
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6. 
- administrator . 
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7. 
. 
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8. 
. 
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9. - 
LVM". . 
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10.  . 



  19 
 

 

11.  
. 
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12.  
. 
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13.  
. 
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14.  
. 
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15.  
SSH". . 
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16.  
. 
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17.  
. 
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18.  GRUB 
. 
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19.  GRUB 

. 
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20.  GRUB  
. 
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21.   
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22. cdrom hdd
Astra Linux cdrom

1.1.5.

Astra Linux

1. /etc/network/interfaces

touch /etc/network/interfaces

# This file describes the network interfaces available on your system

# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
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iface lo inet loopback
#
allow-hotplug eth0
iface eth0 inet static
address ##HOST_IP##
netmask ##SUBNET_MASK##
gateway ##GATEWAY##

##HOST_IP## IP x.x.x.x

##SUBNET_MASK## y.y.y.y

##GATEWAY## IP- x.x.x.z

2. /etc/resolv.conf :

touch /etc/resolv.conf

a. IP- DNS

nameserver ##IP##

b.

domain ##DOMAIN_FQDN##

##IP## DNS

##DOMAIN_FQDN##

nameserver 10.11.222.11

nameserver 10.11.222.12

domain oikdev.local

3.

sudo systemctl enable ssh

sudo reboot

4.
Secure Shell (SSH).

5. CK-11.

1.2.

CK 11
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Linux. 
 

1. ; 
2. Astra Linux; 
3. . 

 

 /home/administrator/setup   
 /home/administrator/ansible/files/keytabs  -  
 /home/administrator/ansible/files/certificates  

 
 /home/administrator/setup/License.ck11   

 

 /home/administrator/ansible  
 

 /opt/creator   
 /opt/creator/output/   
 /data/client   
 /data/documentation  

 /data/frontends  -  
 /data/libs   
 /data/server   
 /data/sessionservice  -11. 

1.2.1.  

Secure Shell (SSH). 
administrator. 

1.2.2. Astra Linux 

1. SSH  
administrator. 

2. Astra Linux Special Edition 1.6 
cdrom  

sudo mount /dev/cdrom 
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3.  

sudo mkdir -p /repository/publish  

4. apache2  

sudo apt install apache2 

5.  

sudo touch /etc/apache2/sites-enabled/000-repo.conf 

6.  

sudo mcedit /etc/apache2/sites-enabled/000-repo.conf 

7.  

DocumentRoot /repository/publish 

<Directory "/repository/publish"> 

Options +Indexes 

AllowOverride None 

Require all granted 

</Directory> 

8.  

sudo rm -f /etc/apache2/sites-enabled/000-default.conf 

9. /etc/apache2/apache2.conf AstraMode 
off'; 

10.  /repository/publish 
 

sudo mkdir -p /repository/publish/smolensk_main 

sudo mkdir -p /repository/publish/smolensk_devel 

11.  Astra Linux dists  pool  
/repository/publish/smolensk_main 

12.  cdrom 
- "https://dl.astralinux.ru/astra/stable/smolensk/devel/1.6/". 
dists pool  

/repository/publish/smolensk_devel 

13.  - "https://dl.astralinux.ru/astra/stable/smolensk/security-updates/1.6/" 

yyyyMMdd dists 
pool 
/repository/publish/smolensk_main_updates_yyyyMMdd
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- 
"https://wiki.astralinux.ru/pages/viewpage.action?pageId=41192827";  

14. - "https://dl.astralinux.ru/astra/stable/smolensk/security-
updates/1.6/devel/

dists pool 
/repository/publish/smolensk_devel_updates_yyyyMMdd

 

15.   

sudo touch /etc/apt/sources.list.d/default.list 

16.  /etc/apt/sources.list.d/default.list 
 

#---start setup repos 

deb http://##DEPLOYER_IP##:80/smolensk_main stable main contrib non-free 

deb http://##DEPLOYER_IP##:80/smolensk_devel stable main contrib non-free 

deb http://##DEPLOYER_IP##:80/smolensk_main_updates_yyyyMMdd stable main 
contrib non-free 

deb http://##DEPLOYER_IP##:80/smolensk_devel_updates_yyyyMMdd stable main 
contrib non-free 

#---end setup repos 

##DEPLOYER_IP## IP-
 

smolensk_main_updates_yyyyMMdd. 

17.   
/etc/apt/sources.list 
/etc/apt/sources.list_astra 

18.   

sudo apt update 

1.2.3.  

1. 
(/home/administrator setup  

2. 
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market@monitel.com  

/home/administrator/setup/; 

3. ; 

4.  

cp -rf setup/ansible ~ 

tar -xvf setup/ansible/ansible.tar.bz2 -C ansible 

ansible/bootstrap.sh 

5. apache2 
(N); 

6. /home/administrator/ansible/files/keytabs keytab-
 Apache PostgreSQL -

 
postgres.##PG_CLUSTER_FQDN##.keytab 

apache2.##WEB_EP_FQDN##.keytab 

##domain.local##   

7. /home/administrator/ansible/files/certificates 
SSL- : 

root.##domain.local##.crt   

[WEB_EP_FQDN].private_key.pem   (private key); 
[WEB_EP_FQDN].pem   

##domain.local##   

8.  

cd ~/ansible/files/certificates 

openssl x509 -in ##WEB_EP_FQDN##.pem  -out ##WEB_EP_FQDN##.crt 

cd ~/ansible 

1.3.  

Ansible  

1. ; 
2.  ; 
3. . 
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1.3.1.

1. ;

2. home/administrator/ansible/inventory/;

3. hosts

host-deployer
Ansible CK
host-scada-01 master
host-scada-02 slave
host-web-01 master
host-web-02 slave
host-pg-01 main PostgreSQL

CK- HIS);
host-pg-02 main PostgreSQL

- " (HIS);
host-pg-lst main PostgreSQL

- " (HIS);

his PostgreSQL
HIS his

CK 11.

host-pg-his-01 "his" PostgreSQL, 
" " (HIS);

host-pg-his-02 "his" PostgreSQL, 
" " (HIS);

host-pg-his-lst ( ) "his" PostgreSQL, 
" " (HIS);

host-web WEB_ENTRY_POINT (WEB_EP) 
WebApi;

host-scada SCADA_ENTRY_POINT (SCADA EP) 
SCADA.
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hosts

his hostname
primary_hostname. 

otikk-le-his1 ansible_host=10.81.169.147 
ansible_user=administrator postgresql_instance=his 
primary_hostname=otikk-le-pg1 otikk-le-his2 
ansible_host=10.81.169.148 ansible_user=administrator 
postgresql_instance=his primary_hostname=otikk-le-pg2

[manager]

C .

Ansible

[ck11]

CK 11.

CK

host-scada-01
host-scada-02
host-web-01
host-web-02

[ck11_scada]

CK 11 Supervisor.
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host-scada-01 
host-scada-02 

 [ck11_web] 
 

-  

 

HTTPS WEB_EP
HAProxy. 

 

host-web-01 
host-web-02 

 [jsreport] 
 

jsreport. 

 

jsreport
- CK-

 

host-web-01 
host-web-02 

 [cluster] 
 

PostgreSQL. 

 

PostgreSQL 
Corosync+Pacemaker PostgreSQL

(master

CK-  
host-scada-02.  

host-pg-01 
host-pg-02 
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host-scada-02 

 [postgresql] 
 

PostgreSQL, 
PostgreSQL "his". 

 

PostgreSQL -  

host-pg-01 
host-pg-02 
host-pg-his-01 
host-pg-his-02 

 [rabbitmq] 
 

RabbitMq. 

 

RabbitMq

RabbitMq CK-
- RabbitMq

CK-
host-scada-01, host-

scada-02.  

host-scada-01 
host-scada-02 

 [redis] 
 

Redis. 

 

Redis Sessions  Redis Sentinel. 

Redis  NoSQL 
 

UserId | Guid  

 Redis 
Redis  "Redis Sentinel". 
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Redis Sentinel master slave 
master slave master 

 

Redis Sessions  Redis -
 

CK
master Redis
host-scada- slave host-
web-01, host-web- CK 11", 

Redis.  

host-scada-01 
host-web-01 
host-web-02 

 [virtual] 
 

DNS-
  

 

Ansible  

host-pg 
host-pg-his 
host-web 
host-scada 

  
otikk-deploy ansible_host=10.81.169.157 ansible_user=administrator 
 
otikk-le-scada1 ansible_host=10.81.169.151 ansible_user=administrator 
otikk-le-scada2 ansible_host=10.81.169.152 ansible_user=administrator 
otikk-le-web1   ansible_host=10.81.169.153 ansible_user=administrator 
otikk-le-web2   ansible_host=10.81.169.154 ansible_user=administrator 
 
otikk-le-pg1    ansible_host=10.81.169.155 ansible_user=administrator postgresql_instance=main 
otikk-le-pg2    ansible_host=10.81.169.156 ansible_user=administrator postgresql_instance=main 
otikk-le-pg     ansible_host=10.81.169.150                            postgresql_instance=main 
 
otikk-le-his1   ansible_host=10.81.169.147 ansible_user=administrator postgresql_instance=his 
primary_hostname=otikk-le-pg1 
otikk-le-his2   ansible_host=10.81.169.148 ansible_user=administrator postgresql_instance=his 
primary_hostname=otikk-le-pg2 
otikk-le-his    ansible_host=10.81.169.149                            postgresql_instance=his 
 
otikk-le-web    ansible_host=10.81.169.158 
otikk-le-scada  ansible_host=10.81.169.159 
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[manager] 
otikk-deploy 
 
[ck11] 
otikk-le-scada1 
otikk-le-scada2 
otikk-le-web1 
otikk-le-web2 
 
[ck11_scada] 
otikk-le-scada1 
otikk-le-scada2 
 
[ck11_web] 
otikk-le-web1 keepalived_master=yes 
otikk-le-web2 
 
[jsreport] 
otikk-le-web1 
otikk-le-web2 
 
[cluster] 
otikk-le-pg1 
otikk-le-pg2 
otikk-le-scada1 
 
[postgresql] 
otikk-le-pg1 
otikk-le-pg2 
otikk-le-his1 
otikk-le-his2 
 
[rabbitmq] 
otikk-le-scada1 
otikk-le-scada2 
 
[redis] 
otikk-le-scada1 
otikk-le-web1 
otikk-le-web2 
 
[virtual] 
otikk-le-pg 
otikk-le-his 
otikk-le-web 
otikk-le-scada 
 

1.3.2.  

1. . 

2. /home/administrator/ansible/inventory/group_vars/ 

3.  all/all.yaml Ansible: 

target_instance: CK

CLI
 

hacluster_name: ha.Proxy
main PostgreSQL; 
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deafult_timezone:
PostgreSQL
CK-

timedatectl list-timezones

sudo timedatectl set-timezone "Europe/Moscow"

5. all/ck11_paths.yaml Ansible:

ck11_transits_path: transit-

transit-
/home/administrator/setup/dat/Transits/

6. all/network.yaml
DNS- Ansible:

network_mask:

network_default_gateway:

timesync_primary_servers:

timesync_fallback_servers:

dns_servers_primary: -
dns_servers_fallback: -
primary_domain: ;
primary_domain_controller: hostname

;
domain_controllers: hostname
friend_realms:

ck11_web_entrypoint_hostname: WEB_EP;
ck11_scada_entrypoint_hostname: SCADA_EP.

7. all/postgresql_cluster.yaml postgresql_instances
listener PostgreSQL

"main his his".

8. all/repsytoryes.yaml Ansible:

reposytoryes_advanced:
Astra Linux

/etc/apt/sources.list.d/default.list

reposytoryes_advanced:
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- deb http://10.81.169.157:80/smolensk_main stable main contrib non-free

  - deb http://10.81.169.157:80/smolensk_devel stable main contrib non-free 

  - deb http://10.81.169.157:80/smolensk_main_updates_20200327 stable main 
contrib non-free 

  - deb http://10.81.169.157:80/smolensk_devel_updates_20200327 stable main 
contrib non-free 

9. all/users.yaml Ansible: 

administrator_user: Astra Linux
 administrator; 

administrator_password: Astra 
Linux; 
ck11_pw: monitel

-11; 
jsreport_database: JsReport

jsruser; 
administrators: 

root; 
users: 
CK 11 SSH ssh_keys 

SSH-  
postgresql_su_users: 

superuser PostgreSQL

OdbCreator  
postgresql_worker_users: 

-
11" (CK-11 Supervisor

Kerberos 
[postgresql_worker_user]  "ck11_krb

 
postgresql_su_user: PostgreSQL, 

 
postgresql_su_pwd_user: PostgreSQL

 
postgresql_superuser_pw:  "postgres"; 
ck11_server_services_user: 

Kerberos CK-11; 
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ck11_client_services_users: 
CK-11 Supervisor  

ck11_admin_users: 
 CK-  

ck11_admin_hosts: 
 CK-  

10. ck11.yaml Ansible: 

ck11_configuration_server: FQDN
main PostgreSQL

odb_sysconfig); 
ck11_sessionservice_allowed_users: 

-11" (CK-11 
Supervisor

 

11.  ck11_web.yaml Ansible: 
keepalived_address: 
ip: IP- WEB_EP; 
mask:  
multicast: discovery  

12.  cluster.yaml Ansible: 
hacluster_postgresql_address: 

ip: IP- main PostgreSQL; 
mask:  
broadcast: discovery; 
postgresql_replication_user: repluser

PostgreSQL.  

13.  manager.yaml Ansible: 

ck11_deploy_user: 
PostgreSQL 

CK-
[postgresql_su_users] users.yaml. 

1.3.3.  

1. [postgresql] hosts Ansible, 
/backup PostgreSQL, 
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1.4.

1. .;

2.
CK

tmux

3. /home/administrator/;

4.

cd ansible

make bootstrap

make os_upgrade

make init

make
SSH

tmux a

PostgreSQL

1.5. -11

1. ;

2.

tmux

3. /home/administrator/;

4.

cd ansible

make play

5. SSH hosts Ansible
[rabbitmq]

RabbitMq:
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sudo rabbitmqctl stop_app

sudo rabbitmqctl 

sudo rabbitmqctl start_app

1.6.

Linux
CK-

CK

1.

2.
UID

2000003A-0000-0000-C000-0000006D746C):

3.

https://[FQDN_WEB_ENTRY_POINT]/helpsystem/ FQDN_WEB_ENTRY_POINT] 
WebAPI (UID 20001445-0000-0000-C000-

0000006D746C).



47

4.

5.

6. - URL
https://[FQDN_WEB_ENTRY_POINT]/helpsystem/

[FQDN_WEB_ENTRY_POINT] WebAPI
-11.

https://[FQDN_WEB_ENTRY_POINT]/helpsystem/.

C:\CK-
11_Web\helpsystem

1.7. CK11.Network Operations Training Simulator 
(CK11.NOTS)
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-  
 -  
 -

 
 -

 
 

 
 

 .  
 

 . 
-

 
 . -11 

 
 . 

-

 
 

 . 

 
 . 

 
 . 

 
 

 
- DTS

 
DTS\DTSSetup

DTSSetup 

DTSSetup 
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DTS\DTSSetup 
 

 
Client 

-11.  
ClientUpdater63  

 
DB_Scen  

xml-
 

sysconfig  
xml-

-11. 
MaintenancePlanCreator  

 
 

 
 dts_sc.ps1  Powershell 

-11 
 dts_db.ps1   Powershell  
 dts_mpc.ps1   Powershell 

 
 dts_sc.log    
 dts_db.log    
 dts_mpc.log    
 ClientUpdater63\UpdateClientModules.log  

-11 
 MaintenancePlanCreator.log  

 
 

-
 

DTS filinServerBuild.txt 
filinClientBuild.txt

 

log DTSSetup
ClientUpdater63\UpdateClientModules.log 

 
 

 
-
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  - xml-  
 

 -  
 

 
 


